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There is a curve that hope will continue to rise. Of course, around the world we are 

all hoping and praying that we bring down the virus infection curve. But I’m thinking 

of the learning curve. The more we learn, the more we know that there is more to 

learn. 2020 has taught us all a great deal. And helping to put together this publication 

has taught me a huge deal. For all of us involved its been nothing short of an odyssey. 

We have climbed a great mountain together and, as with all adventures, bonded and 

formed a unique community through our work in the process. Labour of course, is the 

root of both our theories and communities and I am happy that we can present to you a 

labour of love. Many people deserve thanks for making this issue possible. First of all, 

my sincere thanks to all our contributors for their work and, not least, their patience 

and faith in this project. Seungyeon Lee  has  done  an  outstanding  job  on  the  layout  

and  graphic  design single-handedly. I would like to thank my co-editors of our Chinese 

edition, Jerry Guo and Wei Jianan for making our exchange  of  ideas  and  friendship  

between  Chinese  and  English-speakers  possible.  Finally,  I  want  you  all  to  know  

how  impressed I am with all the hard work Zhang Tianze puts into this journal and the 

Swiss Chinese Law Association. He has built a community around this project. He is an 

entrepreneur, a problem-solver and a pleasure to work with. I do not know what secret 

skills he uses to juggle so many projects at the same time, but his vision, optimism, hap-

piness and can-do spirit always shines through in everything he does. He is the ranger 

who guides us on our exciting travels. The best advice I can give you is that if he invites 

you on this voyage - join in!    David Dahlborn, Co-editor.
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Briefing Briefing

New Sino-Swiss Restructuring 
Boutique Launched

When Governments Put 
Too Much Trust in Clarity
Eric Fiechter

In the midst of the current Covid-19 pandemic, former 
Baker McKenzie and Deloitte practitioner Roger Bischof 
(罗杰) has co-founded BIRT.  

Preconceptions can be found 
in government legislation. 
They are the most difficult 
for lawyers to challenge and 
get changed, because they 
are often backed by political 
decisions and priorities that 
conflict with what might seem 
right from the perspective of 
an objective third party. 

BIRT is already a leading 
cross-border restructuring 

boutique focused on special situa-
tions and transactions in Switzer-

land, China and Singapore. This 
new venture helps major corpora-
tions, small and medium sized en-
terprises and business owners to 
navigate the complex and challeng-
ing situations in Asia and Europe. 
The firm provides comprehen-
sive legal, financial and strategic 
management services through an 
unparalleled multidisciplinary ap-
proach. BIRT’s holistic client sup-
port is based on decades of expe-
rience and expertise as well as an 
extensive localand international 
network of trusted partners. 

current circumstances. BIRT’s 
interdisciplinary team consists 
of a handful of highly qualified 
professionals, whose combined 
experience in the restructuring 
industry represents many decades 
of expertise during restructuring 
processes in Switzerland and Chi-
na. The firm has a unique footprint 
and considers itself a bridge be-
tween Switzerland and China. In 
Roger’s view China is becoming an 
increasingly sophisticated market. 
Shanghai and Singapore are devel-
oping themselves into major Asian 
hubs for finance and restructuring. 
Moreover, following the tensions 
between the US and China, ties and 
connections between Europe and 
Asia will become far more import-
ant. Roger says that the Swiss Chi-
nese Law Association (SCLA) plays 
a significant role in this regard by 
bringing together attorneys, judg-
es and academics from both China 
and Switzerland and fostering ex-
change between their two cultures 
and legal systems.

The Swiss ordinance does not per-
mit the mathematical result of the 
above formula to be adjusted. 

Not even with regard to special 
circumstances, like the fact that 
the foreign workers did not mingle 
with locals, which would allow the 
Swiss government to modify their 
defined threshold. 

Let me discuss just one example 
of preconceptions affecting the 

free movement of people across 
borders. It involves Switzerland – 
Singapore and China.
Switzerland wants to enforce any 
restrictions on travel to and from 
foreign countries without discrim-
inating or favoring any countries. 
The country is maintaining a high-
ly neutral outlook and sticking, as 
far as possible, to strict scientific 
evidence. To do this, Switzerland 
has issued an ordinance which de-
scribes the zones that represent a 
particular high risk in terms of im-
ported Covid-19 infections (‘Ordon-
nance COVID-19 mesures dans le 
domaine du transport international 
de voyageurs du 2 juillet 2020’).

1. An objective mathematical for-
mula – more than 60 new infections 
per 100,000 inhabitants,

2. Unreliable infections figures or 
other indications of high infection 
risks,

3. Several instances in the past four 
weeks infected persons arrived in 
Switzerland from the area in ques-
tion. 

It acts with a deep understanding of 
Chinese and European negotiating 
cultures and business practices. 

BIRT CEO Roger Bischof, who 
is dually-licensed as a lawyer and 
certified public accountant, is a 
founding member of our Swiss 
Chinese Law Association (SCLA) 
and a board member of the Swiss 
Chinese Chamber of Commerce 
(SwissCham). He is also the chair-
man of both the Asia Transforma-
tion & Turnaround Association 
(ATTA) and the Swiss Turnaround 
Association (STA). According to 
Roger, restructuring is the main 
priority of many companies in Chi-
na and Switzerland under the

Based on these criteria Singapore 
ended up on the list of high-risk 
countries. This was despite an ex-
tremely low community infection 
rate – often less than ten cases per 
day and excellent contact tracing. 
Meanwhile no part of China, for 
instance, is on that high-risk list, 
despite recent flare-ups identified 
in some regions. The reason why 
Singapore was added to this list 
despite virtually no risk of infect-
ed traveller from there entering 
Switzerland is due only to the gov-
ernment’s policy of aggressively 
testing all its foreign workers, who 
live in dormitories. These massive 
tests revealed more than 400 new 
cases per day of otherwise often 
asymptomatic individuals. These 
foreign workers have caused an 
average daily infection rate in Sin-
gapore of more than 60 new infec-
tions per 100,000 inhabitants. 

If a country hits the Swiss mathe-
matical threshold, based on the sci-
entific evidence of contagion rates, 
it must be consigned to the high-
risk list. This is to avoid having to 
chose between countries on the 
basis of more subjective elements. 

The preconception that the coun-
try-wide ratio would adequately re-
flect the prevailing risk for persons 
returning to Switzerland from such 
countries is therefore very difficult 
to correct. One would need to per-
suade the government to introduce 
some flexibility.  

But, by doing so, the government 
would immediately expose itself to 
pressure from big trading partners 
to be removed from the list, despite 
obvious Covid-19 risks. 

This example highlights the need 
for the WHO to get its member 
countries to agree on what mini-
mal data to collect, how to collect 
it and how to categorize it. Such 
standards would make the basic 
data comparable across the globe, 
taking into account various coun-
tries’ different capabilities. It also 
illustrates the need for states to 
improve how they collect relevant 
data and have a common set of fig-
ures, to which more information 
could be added by each country, 
according to domestic require-
ments.

This would help remove some er-
roneous preconceptions or even 
misconceptions. Such an approach 
would match Swiss, Chinese, and 
Singaporean policies of strength-
ening international organisations 
perfectly. In the meantime, all a 
lawyer can do, is to call his govern-
ment’s attention to the obviously 
erroneous results caused by the 
present ordinance, hoping that 
they will correct it. This is critical 
to reopening global air travel. The 
Swiss ambassador in Singapore 
has confirmed that he has person-
ally done the utmost to contribute 
to facilitated travel between Swit-
zerland and Singapore. Let me, as 
a lawyer, thank him here for his ef-
forts to correct misconceptions at 
the state level.  

Placing Faith in the 
Politics of Statistics

BIRT can be found at www.in-
ternational-restructuring.com

www.desgouttes.ch 
 www.asbs.sg

The ordinance lists three indepen-
dent criteria, and it is enough if one 
of them is met to list a country or 
zone as high-risk: 
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Guide to Data Protection, 
Privacy and Cybersecurity in China

A 
15-Step 

Ken Dai and Jet Deng

Ever since the PRC Cybersecurity Law (CSL) came into effect on 1 June 2017, China has acceler-
ated its data protection and cybersecurity legislation. Enforcement has gradually been normalised. 
Meanwhile, the landmark Civil Code – effective as of next year – further strengthens privacy pro-
tections from a civil rights perspective. Overall, China is becoming one of the important jurisdic-
tions for data protection and privacy worldwide. 

This article gives an overview of data protection, privacy and cybersecurity issues that are com-
mon and of concern to enterprises that do business in China. We hope to assist enterprises – es-
pecially multinationals – to navigate the increasingly complicated regulatory regime in this field. 

China has no a single, united data 
protection law. Rather, its data 
protection framework consists of 
a patchwork of fragmented rules 
found across various laws, mea-
sures and sector-specific regula-
tions, with certain overlaps. The 
CSL is the first national law to ad-
dress privacy protection and data 
security. However, quite a few un-
certainties around how the law will 
be applied still remain. Moreover, 
administrative regulations, minis-
terial rules and national standards 
have been introduced by author-
ities to assist the law’s implemen-
tation. More and more national 
standards have been introduced, 
including the Personal Protection 
Information Security Specification. 
Such standards are recommended 
best practice and not legally bind-
ing. Nevertheless, law enforce-
ment authorities have leant heavily 
on such standards to enforce the 
CSL. Moreover, as the Personal In-
formation Protection Law and the 
Data Security Law are being for-
mulated, China’s data protection 
legal regime is expected to become 
increasingly thorough. 

In China, it is necessary to demon-
strate a privacy policy in an applica-
tion if it collects personal informa-
tion. Since early 2019, CAC and the 
three other major authorities have 
engaged in special action (“APP 
Crackdown”) on illegal personal 
data collection and use by apps. 
They established a special work-
ing group and issued several new 
guidelines. Currently, enforcement 
activities against personal infor-
mation infringement by apps have 
gradually become normalised and 
are expected to remain active for 
the foreseeable future. Thus, mul-
tinational companies are advised 
to ensure their apps are compliant 
with the relevant laws and guide-
lines.

According to the CSL, critical in-
formation infrastructure operators 
(CIIOs) shall be subject to higher 
cybersecurity requirements and 
stricter restrictions on cross-bor-
der data transfer, compared with 
general network operators. Mean-
while, the CSL provides that criti-
cal information infrastructure (CII) 
shall refer to networks or systems 
that involve public communication 
and information services, energy, trans-
portation, water resources, finance, 
public services and e-government af-
fairs. They should protect against 
“damage, dysfunction or data leak-
age which may severely endanger 
national security, national economy 
and the people’s livelihood, or public 
interests”. However, as these defi-
nitions are quite general, specific 
rules on CII/CIIO determination 
are likely to be clarified further in 
the future. 

The Multi-Level Protection Scheme 
requires networks to carry different 
degrees of protection according to 
their significance and the severity 
of the harm caused where they 
to be damaged. Since 2017 the CSL 
has mandated that China implement 
multi-level cybersecurity protections. 
This has meant unveiled the prelude 
to “Multi-Level Protection 2.0”. Under 
this scheme, three important nation-
al standards came into force in 
2019. It is mandatory for network           
operators to submit to regulators for 
Multi-Level Protection filing. The 
relevant enforcement activities 
against failure to filing are on the 
increase and should be paid attention 
to.

Public enforcement in China pres-
ents a polycentric landscape since 
there is no single data protection or 
cybersecurity agency. Specifically, 
the four major authorities involved 
are the Cyberspace Administration 
of China (CAC), the Ministry of 
Industry and Information Tech-
nology, the Ministry of Public Se-
curity and the State Administration 
for Market Regulations, as well as 
their local counterparts. In addi-
tion, sectoral authorities like the 
National Health Commission take 
charge of supervising and adminis-
tering data protection within their 
respective fields.

Understand the Increasingly 
Comprehensive Legal Regime

Comprehensive 
Regulatory Authorities

App Operation and 
Privacy Policy

CIIO Determination

Multi-Level Protection 2.0

1

2

3 5

4



98 Swiss Chinese Law Review Journal Issue 2 Swiss Chinese Law Review Journal Issue 2

Cybersecurity Features Cybersecurity Features

6

Pursuant to Article 37 of the CSL, 
CIIOs bear an obligation of data 
localisation, under important data 
and personal information collected 
and generated during the CIIOs’ 
operation in China shall be stored 
in China. Where such data has to 
be transferred abroad for business 
purpose, security assessment shall 
be conducted pursuant to the rel-
evant rules. Following the CSL, 
three draft supplementing regula-
tions and guidelines were issued, 
which expand the applicable scope 
of security assessment from CIIOs 
to general network operators. But 
none have yet been finalised. Be-
sides, sectoral restrictions on data 
exports shall be noted when deal-
ing with special categories of data, 
such as “human genetic resourc-
es”. 

Data Localisation and 
Data Cross-border Transfer

Data Protection Impact and 
Business Innovation 

7

Similar to the data protection im-
pact assessment and privacy by 
design under the EU General Data 
Protection Regulation, China’s na-
tional standard Personal Informa-
tion Security Specification (PISS) 
introduces mechanisms for “per-
sonal information security impact 
assessment” and a “personal in-
formation security project”. Such 
mechanisms require enterprises to 
assess the possible impacts on per-
sonal information in advance. They 
should integrate privacy into their 
business innovations so that poten-
tial privacy risks can be identified 
and solved at an early stage. Nota-
bly, such national standards have 
no legal force, but reference to it is 
highly significant in practice.

Data Protection Officers and 
Data Governance 

8

Although the concept of a Data 
Protection Officer has no iden-
tical counterpart in the Chinese 
law, relevant laws and regulations 
demand “data security positions”. 
For example, the CSL requires the 
designation of a “person in charge 
of network security”. Similarly, the 
Provisions on Children’s Online 
Personal Information Protection 
requires a “person in charge of 
children’s personal information 
protection” to be designated. Addi-
tionally, the latest PISS, effective as 
of 1 October 2020, clarifies require-
ments and criteria for designating 
a department and personnel re-
sponsible for personal information 
protection as well as their respon-
sibilities.

IT Global Procurement and 
Local Adaption

9

In terms of global IT procurement, 
special attention should be paid to 
the network products and services’ 
server locations as they may in-
volve cross-border data transfers. 
Furthermore, if a company is a 
CIIO, greater requirements must 
be followed.

 The CSL requires that any pur-
chase of network products and 
services by CIIOs that may impact 
national security shall be subject to 
a security review procedure. The 
Measures on Cybersecurity Re-
view – effective from 1 June 2020 
– elaborates the applicable scope, 
procedure and factors of such cy-
bersecurity reviews. 

Data Breach and Cybersecu-
rity Incidents Response

10

The CSL requires network oper-
ators to develop an emergency 
response plan for cybersecuri-
ty events. They must respond 
promptly to security risks such as 
system bugs, computer viruses, 
network attacks and intrusions. 
In the event of a threatened cy-
bersecurity breach, the operator 
concerned shall immediately ini-
tiate the emergency plan and take 
corresponding remedial actions. 
They shall also report the event to 
the relevant competent authority. 
On this basis, CIIOs shall also or-
ganise regular cybersecurity emer-
gency response drills. On top of 
this, a draft CII regulation provides 
that, the competent authorities of 
industries and sectors shall estab-
lish their warning and information 
reporting systems and emergency 
response plans for CIIs. Therefore 
CIIOs will be required to pay atten-
tion to the relevant requirements 
made by the sectoral authorities as 
well.

Sectoral Regulation

11

The CSL and its supporting regu-
lations are generally applicable to 
all walks of life. However, differ-
ent industries may have different 
degrees of emphasis according to 
their respective characteristics, 
especially those handling sensitive 
information. For example, in health 
care, pharmaceutical data, medical 
records and other health care-re-
lated data shall be protected ac-
cording to the relevant department 
rules. Similarly, finance, education, 
transportation and other industries 
have their own sectoral regulations 
on data protection, which shall be 
complied to by enterprises in the 
industries. 

Criminal Enforcement of 
Data Protection 

12

Infringing citizens’ personal infor-
mation may incur criminal liabili-
ties. The violating company may 
be fined and persons directly re-
sponsible may be sentenced to up 
to seven years in prison or given 
fines and life bans on holding cer-
tain critical positions. As such, ef-
fective compliance policies should 
be introduced and implemented 
to distinguish corporate behaviors 
from employees’ individual behav-
iors. Besides, Chinese criminal law 
stipulates “refusing to perform the 
obligations of information network 
security management” as a crime 
under which the failure to per-
form relevant obligations, such as 
multi-level protection filing, may 
lead to fines against the company. 
Persons directly responsible or in 
charge may be sentenced to fixed-
term imprisonment of not more 
than three years, detention or pub-
lic surveillance and fines.

Meanwhile, directly responsible 
persons may be warned, detained, 
fined up to RMB 100,000 (USD 
14,620) and prohibited from hold-
ing key positions in cybersecurity 
for up to five years.  

13
Corporate Liabilities 

and Exposure to Senior 
Management 

Under the CSL, a failure to comply 
with the relevant data protection 
and cybersecurity requirements 
may result in harsh administrative 
penalties for both companies and 
directly responsible individuals. 
Specifically, the violating compa-
ny may be warned and ordered 
to make rectifications; have ille-
gal gains confiscated; be subject 
to suspension of business, web-
site shutdown and/or business 
license revocations; and be fined 
up to RMB 1 million (roughly USD 
146,200). Furthermore, such pen-
alties will be recorded in the com-
pany’s credit file and made public. 

14
Big Data and Competition

Data has been recognized as a 
factor of production at the nation-
al level and the idea of data assets 
is widely accepted. Companies 
now compete for data assets and 
the battles over data present le-
gal issues concerning ownership 
and competition law. Although 
the relevant laws lag behind, in 
practice some looming rules have 
been drawn up to help define the 
boundary of what can and cannot 
be done with data assets. These 
include restrictions on using web 
crawler technology found in civil 
litigations. It is expected that the 
traditional rules under the exist-
ing competition laws and regula-
tions will be adjusted and updated 
to apply to the digital realm in the 
future. 

Private Enforcement 
and Collective Redress

15

Private litigation is always a pow-
erful weapon for big corporations, 
not least where data is concerned. 
In recent years, due to an increas-
ing awareness of the importance 
of personal information protec-
tion, individuals are coming for-
ward to bring cases to the courts. 
This makes data compliance more 
pressing than ever before. Nota-
bly, public interest litigation (PIL) 
under the PRC Consumers Inter-
ests Protection Law has emerged 
to seek collective redresses. Al-
though PILs over data protection 
are still in their infancy in terms 
of its quantity, it is predicted that 
their numbers will continue to 
grow alongside the development of 
China’s data protection regime.

Conclusion and 
Looking Forward

The Covid-19 pandemic has accel-
erated the digital transformation of 
most industries. Enterprises may 
thus face intensive compliance 
issues regarding data protection. 
Therefore, we suggest undergo-
ing a comprehensive examination 
to identify and avoid any potential 
risks at an early stage. With the fu-
ture promulgation of the Personal 
Information Protection Law and 
the Data Security Law, businesses 
may face even greater challenges 
regarding data compliance. It is 
the time to take China’s data pri-
vacy and cybersecurity laws more 
seriously than ever. 
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and Specifications under 
Covid-19
Jiong Sheng

New Chinese Laws 

Personal Information Protection by

In May 2020, China’s National 
People’s Congress passed the 
PRC Civil Code, which intro-
duced new provisions to protect 
privacy and personal informa-
tion. About the same time, the 
new Information Security Tech-
nology – Personal Information 
Security Specification (GB/T 
35273-2020; the Specification) 
was also introduced. When they 
come into effect on 1 January 
2021, both laws will become 
the foundation for personal in-
formation protection in China, 
where interest in these rights 
has increased.

Now that more information 
is being collected and used 
for the keeping of public 
safety during the Covid-19 
pandemic, the question of 
how to protect citizens from 
abuse is also important. The 
Civil Code and the Specifica-
tion will provide a new, clear-
er and more comprehensive 
structure for such protec-
tions. But how will they actu-
ally function during the pan-
demic?

But the new law also makes ex-
emptions. In exceptional cases the 
processing of personal information 
is not based on the relevant per-
son’s authorisation, but the “law 
and administrative regulation” (Ar-
ticle 1035(1) Civil Code). Article 12 
of the PRC Law on Prevention and 
Treatment of Infectious Diseases, 
for instance, specifically grants 
medical institutions and disease 
control and prevention agencies 
the power to collect information re-
lating to infectious disease investi-
gation, testing, sampling and treat-
ment. Now during the pandemic, 
Covid-19 has been categorized as a 
Class-B Infectious Disease. There-
fore, the right to personal informa-
tion privacy may have to, to some 
extent, give way to public need.

Yet our understanding is that such 
collection and use of information 
must still be carried out within 
the legal framework. The Civil 
Code now imposes obligations of 
information protection on the in-
formation collector. This includes 
non-disclosure of collected person-
al information, the prevention of 
information loss and damage (in-
cluding positive actions for the pre-
vention of such loss) and informing 
the party when such loss or dam-
age occurs (Article 1038). 

Exemptions

A foundation for the future

1

2

Natural persons may also review 
or copy their personal information 
and request corrections if any er-
ror occurs (Article 1037). 

The Specification provides further 
control measures, such as internal 
access approval processes, mini-
mum access control mechanisms, 
encryption and other security mea-
sures. Such obligations are borne 
by all information collectors, in-
cluding those whose permission is 
granted by law rather than consent. 

Medical institutions and disease 
control bodies therefore must take 
necessary measures and meet re-
quirements of the Specification. 
The use of any collected informa-
tion must also be confined to the 
purpose of the collection. Thus, 
information gathered during the 
pandemic should only be used for 
public health purposes and not to 
be abused by medical institutions.

Yet, there still appears to be Vari-
ations in how data has been col-
lected. During Covid-19 there has 
been instances where information 
collection has been wide in scope 
and sometimes persons have even 
be asked to provide information re-
lating to relatives’ and close associ-
ates’ private information.

A clearer definition mechanism 
is therefore necessary. The Civil 
Code sets down a basic framework 
for the recognition and protection 
of private information as a personal 
right. The Specification is a nation-
al standard setting out the safety 
requirements for the collection, 
storage and use of such informa-
tion. A more detailed and separate 
privacy and information protection 
law may be required for the com-
prehensive protection of these ba-
sic rights.

Together, the Civil Code and the 
Specification provide a compre-
hensive extension to information 
protection methods and process-
es. Nevertheless, one difficulty 
remains; namely, defining the pre-
cise scope of what information can 
be collected, especially during rare 
public health crises, like Covid-19. 
Information collection without the 
person’s permission is granted, but 
it should not mean any information 
can be collected. The Civil Code 
stated that the information pro-
cessing must follow the principles 
of “legality, legitimacy and necessi-
ty”. The Specification, meanwhile, 
provides standards on information 
collection and gives examples of 
“personal sensitive information” 
in Schedule B (including medical 
information such as medical ex-
amination reports, medical history 
and medication records).

Jiong Sheng is a lawyer at 
Joius Law Firm, Shanghai
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ECJ Declares Basis for Data Export 
to The USA Ineffective

Dr Hermann Knott, LL.M. (UPenn)

& Dr Fritjof Börner

The USA has not been a safe third 
country either. Safe Harbour and, 
from 2016, Privacy Shield were 
only intergovernmental agree-
ments to bring data protection in 
the USA into line with the status of 
a safe third country in relations be-
tween parties to these agreements.

In the new decision, the ECJ also 
comments on the standard contrac-
tual clauses. These were included 
in the agreement between Face-
book and Max Schrems. Howev-
er, they only have an effect in the 
relationship between the parties 
to the contract and do not bind 
the authorities concerned. Among 
other things, they contain detailed 
provisions on information that the 
data importer must provide to the 
exporter (e.g. on potential govern-
ment interference) and on the lia-
bility of the parties. In principle, the 
parties must examine the extent of 
data protection in the importing 
country. However, the supervisory 
authorities can also intervene and, 
if necessary, prohibit the transfer 
of data.

Depending on the form of data pro-
tection in the recipient country, the 
ECJ considers that additional mea-
sures must be taken to bring data 
protection in the importing coun-
try into line with EU standards. 
Unfortunately, the court does not 
explain what specifically needs to 
be done with regard to the USA. 
In its most recent ruling, the ECJ 
considered monitoring measures 
by the US authorities on foreigners 
to be particularly problematic. It is 
true that the standard contractual 
clauses in the agreement between 
the parties can be supplemented 
by additional obligations to provide 
information in the event of control 
measures by state authorities, pro-
vided the importer of the data be-
comes aware of them. Such cases 
can then entitle to terminating the 
contract or to cancelling the data 
transfer. However, this does not 
change the fundamental problem.
This consists of the fact that, from 
the EU point of view, unauthorised 
interference

with data protection can occur, e.g. 
through surveillance measures. In 
most cases these cannot be fore-
seen in advance by the parties to 
the data transfer agreement.

Only a new agreement between 
the EU and the US, which takes 
into account the reservations of the 
ECJ, can provide a lasting remedy. 
However, the Commission also in-
tends to present a revision of the 
standard contract clauses shortly. 
This should provide clearer guid-
ance to the parties on the aspects 
which the ECJ has identified as 
critical.

For cross-border data transfers that 
take place within groups of compa-
nies, binding corporate rules can 
be considered as a basis of legiti-
macy. These must be approved in 
advance by the competent data pro-
tection authority. They then form 
the basis for a lawful data transfer 
to a non-secure third country. The 
ECJ ruling does not call into ques-
tion the validity of such rules.

It is strongly recommended that, 
as a consequence of this ECJ rul-
ing, companies centrally record 
and verify all transfers of personal 
data to non-EEA and non-secure 
third countries. The limitations ex-
pressed by the ECJ on the validity 
of standard contractual clauses are 
likely to have implications beyond 
the specific reference to data trans-
fers to the US. According to the ECJ 
ruling, the parties to a cross-bor-
der data transfer agreement (i.e. 
both exporter and importer) are 
obliged to examine whether the ob-
ligations and guarantees regulated 
in the standard contractual clauses 
are sufficient in the specific case to 
bring data protection under the law 
of the recipient of the data into line 
with EU standards.

Encrypted transmission of data is 
also possible. However, this form 
of transfer is not as reliable as one 
might initially assume. In many 
cases, the decryption key can be 
accessed by the supervisory au-
thorities.

The European Court of Justice 
(ECJ, Case C-311/18)) has de-
clared the EU-US agreement on 
the so-called Privacy Shield inval-
id. This agreement regulates the 
conditions for ensuring that the 
transfer of personal data of EU citi-
zens or residents to the USA meets 
the requirements of the European 
Data Protection Regulation (DS-
GVO). To this end, US companies 
must be certified accordingly as 
recipients of the protected data. As 
a consequence of the ECJ ruling, 
the transfer of personal data to the 
USA lacks its essential legal basis.
The ECJ justifies its view with the 

inadequate protective measures 
and legal protection options con-
tained in the Privacy Shield.  In par-
ticular, this is due to the electron-
ic surveillance measures against 
foreigners carried out abroad as 
permitted under US law. The de-
cision was based on procedures 
initiated by data protection activ-
ist Max Schrems against the Irish 
Date Protection Commissioner. 
Schrems had lodged a complaint 
against the transfer of his personal 
data by Facebook Ireland to its US 
parent company, Facebook, Inc.. 
There is another legal basis for 
data transfer to the USA, namely

the so-called standard contractu-
al clauses. These model clauses 
are considered by the European 
Commission (the Executive Body 
of the European Union) to be ap-
propriate for agreements relating 
to the export of data. In particular, 
the standard contractual clauses 
are agreed with data importers es-
tablished in third countries which 
do not provide for data protection 
in line with EU law. Only 12 coun-
tries are currently regarded as so-
called safe third countries, whose 
data protection therefore meets 
EU standards without further mea-
sures. 

This review of the concrete impact 
of the data protection law of the 
recipient country to be performed 
by the entity intending to transfer 
personal data to non-secure third 
countries should clarify the follow-
ing questions:

For data transfer with the USA, in 
the wake of the ECJ there is con-
siderable uncertainty until a new 
agreement is concluded to replace 
the Privacy Shield. However, the 
EU and the US authorities are al-
ready expected to be coordinating 
there efforts in that direction. 

1
To which relevant countries does 
the company transfer personal 
data, i.e. to countries outside the 
EEA that are not safe third coun-
tries?

2
For what reasons can the authori-
ties gain access to relevant person-
al data under the laws of the data 
importing country? If the authori-
ties are formally entitled to control 
personal data for reasons other 
than the protection of public secu-
rity, prevention and prosecution of 
criminal offences, the parties have 
to define additional safeguards 
in order to achieve a level of data 
protection comparable to the EU 
standard. In this context, the ECJ 
refers to Section 702 FISA (Fed-
eral Law on Interception of Intelli-
gence Services, entered into force 
in 2008) as a provision which gives 
rise to the assessment that the lev-
el of data protection in the US is 
below EU standards. Section 702 
allows the US federal government 
to carry out targeted surveillance 
of foreign persons outside the 
USA. In doing so, the assistance 
of providers of electronic commu-
nications services can be forced in 
order to obtain foreign intelligence 
information. The above legal basis 
is further strengthened by Execu-
tive Order 1233 of 1981, which ad-
dressed the same subject and was 
made on the basis of a predecessor 
provision to Sec. 702
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But its ownership is transferred 
virtually, significantly reducing 
theft and fraud risks. Like any in-
novative technology, blockchain is 
constantly evolving. 

Potential uses include protect-
ing intellectual property (by 
time-stamping documents an in-
tellectual property at its moment 
of creation), data collection (allow-
ing pharmaceutical companies to 
collect patient data in real time) 
and medical records management 
(reducing risks of unauthorised 
access) Opportunities in health-
care include giving patients great-
er control over their medical care, 
transparency, low costs and secu-
rity. For instance, medical records 
can be shared securely between 
healthcare providers. In addition, 
this process will follow strict rules 
and be used by private pharmaceu-
tical companies. More generally, 
blockchain technology could be 
valuable in financial services, mo-
bility, logistics, industry, energy, 
media and more. 

Liechtenstein’s TVTG is the 
world’s first comprehensive 

blockchain legislation. It challeng-
es pre-existing notions of block-
chain by considering aspects of 
its application which have not re-
ceived appropriate legal attention 
before. Most individuals seem to 
mainly associate blockchain with 
cryptocurrency, which is reflected 
in regulations around the world. In 
particular, many legislators have 
regulated or even outright banned 
cryptocurrencies such as Bitcoin 
without paying much attention 
to other potential applications of 
blockchain technology.

In addition, data on Bitcoin use in 
countries like China, which have 
banned the cryptocurrency, illus-
trate that banning blockchain ap-
plications might have little effect. 
Peers continue to trade in crypto-
currency regardless, partially due 
to the blockchain’s decentralised 
design. 

The TVTG

It cannot be controlled by a central 
entity or government. Nodes are 
scattered all over the globe and the 
system follows only its own rules, 
based on mathematical algorithms, 
and thus can hardly be manipulat-
ed.

The TVTG recognises this issue by 
regulating actors and service pro-
viders in the realm of blockchain. 
The main advantage of the TVTG 
is that it is designed to maintain its 
validity far into the future. In par-
ticular, it uses the term “TT sys-
tems” which stands for “transac-
tion systems based on trustworthy 
technologies”, rather than “block-
chain”. With new technologies a 
central issue is that any attempt 
to regulate them quickly become 
outdated as legislators fail to ad-
dress technological advances in a 
timely manner. This creates legal 
grey areas. Whenever a promising 
innovative technology is not regu-
lated appropriately, it becomes dif-
ficult for companies to benefit from 
its advantages. Any multinational 
corporation that intends to venture 
into blockchain technology will 
therefore likely consider Liechten-
stein an attractive company loca-
tion. Its law sets out clear rules and 
guidelines for using blockchain. 
Moreover, the TVTG discusses an 
abundance of potential blockchain 
applications and answers corre-
sponding legal questions.

The Liechtenstein government 
introduced the term “token econ-
omy”, which designates all block-
chain. The roles of different actors 
and service providers in the token 
economy are defined. These in-
clude token generators, the TT key 
depositary, which stores access 
keys to tokens on behalf of their 
customers, the TT Verifying Au-
thority, which ensures that during 
token transfers, legal regulations 
are observed and more.  

In terms of due diligence obliga-
tions to combat organised crime, 
terrorist financing and money 
laundering, virtual currencies and 
payment tokens have raised several 
questions, especially in the FinTech 

industry which is pronounced in 
Liechtenstein. Generally, due dil-
igence matters are regulated in 
the Due Diligence Act (“SPG” in 
German). Since 1 September 2017, 
exchange offices that trade virtu-
al currencies for cash have fallen 
within the area of application of 
the SPG, if the exchanged sum ex-
ceeds 1,000 Francs. 

In terms of due diligence obliga-
tions to combat organised crime, 
terrorist financing and money 
laundering, virtual currencies and 
payment tokens have raised sev-
eral questions, especially in the 
FinTech industry which is pro-
nounced in Liechtenstein. Gen-
erally, due diligence matters are 
regulated in the Due Diligence Act 
(“SPG” in German). Since 1 Sep-
tember 2017, exchange offices that 
trade virtual currencies for cash 
have fallen within the area of appli-
cation of the SPG, if the exchanged 
sum exceeds 1,000 Francs. 

In addition to the SPG, the TVTG 
defines several due diligence obli-
gations that apply to actors in the 
token economy. Wherever an exist-
ing right is translated into a token, 
the SPG applies. The Liechtenstein 
government deliberately proposed 
due diligence measures that go be-
yond the scope of European and 
international standards. 

Although blockchain has ex-
isted for over a decade, many 

companies are only just beginning 
to understand this technology’s 
potential scope of application and 
added value. Apart from powering 
virtual currencies, blockchain fa-
cilitates a decentralised storing of 
data which can help to increase ef-
ficiency and transparency in many 
sectors. As with any innovative 
technology, it has been surround-
ed by an aura of uncertainty. This 
uncertainty can be attributed to a 
lack of legal provisions regarding 
the use of its applications. 

There currently is no compre-
hensive EU legal framework that 
considers all potential blockchain 
applications. Attempts to regulate 
blockchain primarily include the 
fifth anti-money laundering direc-
tive (AMLD5). This, however, reg-
ulates only some of its applications, 
namely virtual asset providers 
such as cryptocurrency exchang-
es and wallet providers, who offer 
soft or hardware for storing cryp-
tocurrency. Moreover, the Finan-
cial Action Task Force (FATF), 
an intergovernmental regulatory 
body that establishes standards to 
combat illicit financial transactions, 
has amended Recommendation 15 
of its 40+9 anti-money laundering 
and terrorist financing recommen-
dations to include the regulation of 
virtual asset providers. 

In recent years, China, Swit-
zerland, and Liechtenstein all 

have evolved into financial tech-
nology (FinTech) and blockchain 
hotspots. 

European and Chinese 
blockchain powerhouses

They have seen numerous domes-
tic start-ups in the sector emerge. 
Chinese investors looking for 
blockchain opportunities may be 
interested in both Switzerland 
and Liechtenstein because both 
jurisdictions are welcoming of the 
technology and facilitate quick and 
easy company incorporation.

It makes sense to analyse the Swiss 
and Liechtenstein legal frame-
works that regulate the technology. 

Moreover, Liechtenstein is the only 
jurisdiction that has implemented 
a comprehensive legal framework 
for existing and future blockchain 
applications. The Tokens and TT 
Service Provider Act (TVTG in 
German) was implemented in Oc-
tober 2019 and took effect on 1 Jan-
uary 2020.

We will demonstrate how the im-
plementation of the TVTG has 
challenged preconceived ideas of 
blockchain and game-changing 
technologies by introducing in-
novative ideas and approaches to 
their regulation, thus becoming a 
trailblazer in the field.

Blockchain is a decentralised 
public ledger able to record 

transactions between individuals 
or companies. The Harvard Busi-
ness Review defines it formally as 
“an open, distributed ledger that 
can record transactions between 
two parties efficiently and in a 
verifiable and permanent way”. As 
the name suggests, it is a chain of 
blocks, which store information 
about these peer to peer transac-
tions. The distributed ledger can 
be accessed by any computer that 
downloads the blockchain, there-
by becoming a so-called node in 
the chain. Blockchain is therefore 
highly transparent — the details 
of all transactions, including peers’ 
usernames, time stamps and trans-
ferred sums are recorded for ev-
eryone to see. However, at least 
with regard to cryptocurrencies, 

Functioning and Applica-
tions of Blockchain

it is usually not possible to connect 
the username to a user. The tech-
nology thus also enables anonymi-
ty. Like any innovative technology, 
blockchain is constantly evolving. 
Several different kinds of block-
chain have emerged from the orig-
inal design. For instance, whereas 
the Bitcoin blockchain is decen-
tralised and can be accessed all 
over the world, other blockchains 
are controlled by a central entity. 
The latter is true of the blockchain 
hosting Facebook’s upcoming Li-
bra stablecoin. All Libra nodes are 
controlled by the Libra Association 
and are inaccessible to outsiders. 

This also implies that companies 
can design their own blockchains, 
exclusively to run internal opera-
tions and store confidential data. 

In a corporate environment, block-
chain could be used to record stops 
in a supply chain, which would in-
crease transparency and efficiency. 
All members of the supply chain 
would be able to trace the respec-
tive goods without delays in com-
munication between individual 
stops. Another application suggest-
ed by the Liechtenstein govern-
ment is tokenising assets. Tokens 
are entities on the blockchain that 
represent a value or right and can 
be transferred between peers. 
Thus, ownership rights to certain 
valuable assets could be translated 
into a token, saleable and securely 
transferred via blockchain.

Due to its inherent features, block-
chain facilitates secure peer to peer 
transactions that do not require the 
involvement of a lawyer, financial 
intermediary or other trusted third 
party. It is nearly impossible to 
hack a blockchain and any chang-
es made would be immediately 
visible to all users. Accordingly, 
blockchain transactions could soon 
become a cost-efficient method of 
selling and transferring assets, 
ownership rights, storing data 
and more. In peer-to-peer transac-
tions, the asset in question could 
be stored safely in a warehouse or 
other secure location. 
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Digital Signature

Although the FATF Recommenda-
tions and AMLD5 do not require 
constant supervision, TVTG mea-
sures include a registration system 
that mandates compliance monitor-
ing with due diligence obligations 
and checks on market participants’ 
trustworthiness.

Like Liechtenstein, Switzerland 
has a generally positive attitude 

toward blockchain technology. The 
Swiss Financial Market Authority 
(FINMA) and the federal govern-
ment both recognise the econom-
ic opportunities it presents. The 
canton of Zug is particularly wel-
coming of blockchain and crypto-
currency start-ups. A report cov-
ering the Swiss legal framework 
for blockchain and distributed led-
ger technology was issued by the 
Swiss Federal Council in Decem-
ber 2018. A draft law pertaining to 
distributed ledger technology and 
blockchain (DLT Draft Law) was 
published on 22 March 2019 by the 
Swiss Federal Council.  

The DLT Draft Law references 
three types of tokens: payment 
tokens (“pure cryptocurrencies”, 
used as a means of payment of 
money/value transfer), asset to-
kens (represening assets such as 
equity claims or debt; analogous to 
derivates, equities and bonds), and 
utility tokens (intended to provide 
access to a service or application). 
FINMA introduced these catego-
ries within the scope of the guide-
lines for enquiries regarding the 
regulatory framework for initial 
coin offerings.

Under Swiss law, cryptocurren-
cies do not qualify as legal tender 
and there is no state-backed Swiss 
cryptocurrency. However, there 
are no specific cryptocurrency 
regulations and cryptocurrency-re-
lated activities are not prohibited.
Only asset tokens are treated as se-
curities by FINMA and regulated 

Comparison to 
Swiss Legal Framework

to expand into the European mar-
ket. The sound legal framework 
for utilising blockchain technology 
offers a significant advantage in 
comparison to other jurisdictions, 
where companies might have to 
deal with legal grey areas and un-
certainty.

Multinational corporations can 
profit fully from blockchain’s ver-
satility only when there is an in-
ternational standard in blockchain 
regulation. Especially during the 
Covid-19 pandemic, which has 
many employees working remote-
ly, using blockchain technology 
to record and share data could be 
immensely helpful for reducing 
chaos and delays. Not to men-
tion that blockchain technology is 
highly secure and cost efficient. 
Therefore, the TVTG could serve 
as a blueprint or inspiration for an 
international legal framework for 
blockchain regulation.

as such. Tokens that qualify as 
securities may trigger Swiss se-
curities dealer licence require-
ments under the Stock Exchange 
and Securities Trading Act. They 
could also be covered by trading 
platform regulations under the 
Financial Markets Infrastructure 
Act and prospectus requirements. 
Several other regulations relating 
to cryptocurrency asset taxation, 
promoting and blockchain tech-
nology testing have been intro-
duced. As have ownership and 
licensing requirements, reporting 
requirements and more. Yet, all 
these regulations and criteria fo-
cus mainly on cryptocurrencies, 
making them much less compre-
hensive than the TVTG. 

Liechtenstein’s TVTG represents 
a disruptive event for the block-

chain and FinTech sectors and for 
legal experts in Liechtenstein and 
abroad. In particular, the TVTG 
challenges pre-existing notions of 
blockchain and distributed ledger 
application, which were previously 
largely assumed to related solely 
to cryptocurrencies. Most legal 
frameworks, such as the AMLD5 
and the 40+9 FATF Recommen-
dations, neglect the wide array of 
other blockchain applications. We 
can expect that Liechtenstein will 
continue to expand its FinTech and 
blockchain sectors.This will attract 
an abundance of foreign capital, 
especially from Chinese investors 
looking 

Conclusion
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as its content did not violate any 
laws or regulations, it should be 
valid. Accordingly, parties who 
have used a certified electronic sig-
nature can request a certification ser-
vice provider to provide certifica-
tion report of the signing process. 
The same is true of qualification 
documents to prove that the certi-
fication service provider’s qualifi-
cations during a lawsuit. However, 
the party claiming a signature is 
valid without adopting the certified 
electronic signature has a much 
heavier burden of proof. It must en-
sure that it has the necessary con-
ditions for storing and presenting 
the electronic signature, and needs 
to provide a series of supporting 
pieces of evidence.

Therefore, to obtain a reliable elec-
tronic signature, the fastest and 
most efficient way is to sign the rel-
evant electronic contract through a 
qualified third-party electronic cer-
tification service platform. There 
are dozens of electronic certifica-
tion service providers approved 
by the Ministry of Industry and 
Information Technology in main-
land China. Furthermore, many 
platforms use the qualifications of 
these providers to sign electronic 
contracts. Signing an electronic 
contract has never been as simple, 
fast and cost-effective as it is today.

According to the provisions of 
Article 91 of the Interpretation 

of the Supreme People’s Court on 
the Application of the ‘Civil Proce-
dure Law of the People’s Republic 
of China’, parties claiming the ex-
istence of a legal relationship bear 
the burden of proof for the basic 
facts that give rise to the legal re-
lationship. Therefore, the party 
claiming the establishment of an 
electronic contract bears the bur-
den of proof for the electronic sig-
nature’s authenticity. 

With respect of enforceability, 
electronic contracts and paper 
contracts are the same. Establish-
ing a paper contract requires spe-
cific qualified parties to confirm 
its specific content. The same is 
true for electronic contracts. This 
is also reflected in the three char-
acteristics of reliable electronic 
signatures; the exclusivity of the 
data produced when the electron-
ic signature is signed determines 
the specific eligible parties. Like-
wise, the identifiability of changes 
to the data message after signing 
determines the contract’s content. 
As long as these characteristics of 
reliable electronic signatures are 
proven then so is the contractual 
relationship’s origin.

If this evidence is insufficient judi-
cial practice has also established 
auxiliary criteria, including princi-
ples of personal behavior, the rules 
of the evidence chain and the rules 
of actual performance. The rules of 
personal behavior are that as long 
as an operator uses a password to 
conduct the transaction in the elec-
tronic transaction, the transaction 
is deemed to have been performed 
by the password holder. The logic 
here is that transaction passwords 
holders have strict storage and 
confidentiality obligations. Leaked 
passwords caused by an electronic 
trading system are improbably. Of 
course, in situations where trans-
action system’s security level is too 
low and it is hacked, or when

As the on-demand Internet indus-
try, powered by smartphones and 
tablets, matures, paper documents 
(which, on top of everything, are 
unfriendly to the environment) will 
gradually be replaced by electronic 
contracts. The skillful application 
of this technology will make us bet-
ter prepared and adaptable to life in 
the future. 

Proof of the reliability of
 electronic signatures

The end of ink

the holder’s password is stolen and 
has been reported in time, person-
al behavior rules do not apply. With 
regard to the evidence chain, in 
cases where the direct evidence is 
insufficient, the parties should pro-
vide as much indirect evidence as 
possible. This includes various op-
erational traces stored on the Inter-
net and servers that form a chain of 
interlocking evidence. 

Finally, the rules of actual perfor-
mance are provided by Article 37 of 
the Contract Law. This is a means 
of identifying obligations based on 
what actions the parties have taken 
after a contract has been concluded 
but before it is signed or stamped.

In cases where the reliability of the 
electronic signature is in question, 
pointing to what parties have done 
with regard to fulfilling contractual 
terms and conditions offers further 
evidence towards proving the es-
tablishment of a contract.

According to Article 13 of the ESL, 
an electronic signature that meets 
the following concurrent condi-
tions is regarded as a reliable elec-
tronic signature: (1) The creation 
data used by the electronic signa-
ture belongs exclusively to the sig-
natory; (2)  The electronic signa-
ture creation data is controlled only 
by the signatory at the moment of 
signing; (3) Any changes to the 
electronic signature after signing 
can be traced; (4) Any changes to 
the content and form of the data 
message after signing is traceable. 
Hence, the law establishes three 
standards for a reliable electronic 
signature: exclusivity, control and 
identifiable changes.

Social distancing has become a 
familiar phenomenon world-

wide to contain with the spread 
of Covid-19. Despite increasing 
number of people being trapped at 
home economic activities cannot 
stop. This means contracts and 
other legally valid documents that 
might have been signed by hand 
must now be signed electronically. 
For many electronic contract sign-
ing platforms, we are entering a 
golden age.

According to the relevant provi-
sions in mainland Chinese con-
tract law the parties can conclude 
contracts in written, oral and other 
forms. The written form refers to 
paper contracts, letters and data 
messages (including telegraph, tel-
ex, fax, electronic data exchanges 
and e-mail). The validity of digital 
contracts, meanwhile, lies in the 
nature of its electronic signature. 
In what follows, we set out a brief 
explanation of the legal practice of 
electronic signatures in the Peo-
ple’s Republic of China.

Since 2004, mainland China 
has had special legislation on 

electronic signatures under the 
Electronic Signature Law of the 
People’s Republic of China (ESL). 
Additionally, the Ministry of Com-
merce issued the Regulations on 
Online Contracting Process for 
Electronic Contracts (Draft for 
Comments) (ROCPEC) in 2012. Al-
though it has not yet been formally

The legal practice of 
electronic signatures 
in mainland China: 

The meaning, validity 
and scope of electronic 

signatures

adopted, it still has certain guid-
ing significance in current legal 
practice. According to Article 2 of 
the ESL, electronic signatures re-
ferred to and the data contained in 
the electronic form and attached 
to the signatory’s identity indicate 
that the signatory approves the 
content. The signature’s essence is 
data and the full variety of data that 
can identify the signatory – pass-
words, secret keys, bank U shields 
and so on – can be considered part 
of an electronic signature.

According to Article 14 of the ESL, 
reliable electronic signatures have 
the same legal effect as handwrit-
ten signatures or stamps. Article 3 
stipulates: “For those documents 
[where] parties agree to use elec-
tronic signatures or data messages, 
their legal effect is not denied sole-
ly because the form of electronic 
signature and data message … 
used.” Article 3.1 of the ROCPEC 
also recommends that contracting 
parties use electronic signatures to 
conclude contracts. A contract con-
cluded with a reliable electronic 
signature can thus be established 
and effective according to Chinese 
law.

The ESL also stipulates that elec-
tronic signatures are not applica-
ble in certain situations, including 
the suspension of water supply, 
heating, gas or other public utility 
services, marriages, adoptions, in-
heritance and other personal civil 
matters or situations prescribed 
by laws and administrative regu-
lations. Therefore, it is prudent to 
note that electronic signatures are 
not applicable in establishing legal 
relationships in these cases.

creation data is controlled only by 
the signatory at the moment of 
signing; (3) Any changes to the 
electronic signature after signing 
can be traced; (4) Any changes to 
the content and form of the data 
message after signing is traceable. 
Hence, the law establishes three 
standards for a reliable electronic 
signature: exclusivity, control and 
identifiable changes.

At the same time, Article 16 of the 
ESL also stipulates

According to Article 13 of the ESL, 
an electronic signature that meets 
the following concurrent condi-
tions is regarded as a reliable elec-
tronic signature: (1) The creation 
data used by the electronic signature 
belongs exclusively to the signato-
ry; (2)  The electronic signature

What makes for a reliable
 electronic signature? 

In Zhongwei Company v. Zhang 
Junying, case No. (2018) Yu 0103 
Min Chu 12194, Chongqing Fumin 
bank and Zhang Junying signed 
the personal loan contract online 
using an electronic signature on 
the Shenzhen Fadada Network 
Technology Co., Ltd website. In 
the court, Fadada provided a cer-
tification report of the signing 
process, clarifying that the digital 
signatures of all parties in the for-
mation of the e-Loan contract were 
authentic and not changeable. Fa-
dada also submitted the digital cer-
tificate service agreement to prove 
that it had the right to use the digi-
tal certificate products of the Shen-
zhen CA company, the electronic 
authentication service provider ap-
proved by the Ministry of Industry 
and Information Technology of the 
People’s Republic of China. Fadada 
also obtained the password license 
for the use of electronic authenti-
cation services issued by the State 
Password Administration, and had 
the right to use commercial pass-
words in its electronic authenti-
cation service system. This chain 
of evidence was enough to prove 
that the individual loan contract 
between Chongqing Fumin bank 
and Zhang Junying was authentic. 
Therefore, the court holds that the 
individual loan contract was the 
true intention of both parties, and, 

“

ˮ

If electronic signatures require 
third-party certification, the par-
ties should come to the legally es-
tablished electronic certification 
service providers to seek certifica-
tion services.
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Following International Women’s Day 2020, the French National Bar Council (CNB) gathered 
fifteen women lawyers, engineers, professors, researchers, programmers and entrepreneurs 

to seek solutions to gender bias in artificial intelligence algorithms.

Although the first ever program-
mer was a woman, today machines 
and algorithms are designed main-
ly by men. In 2020, only 17 percent 
of workers in the digital sector are 
female. Only the aeronautics sector 
attracted a lower proportion of fe-
male professionals. To counterbal-
ance this, the CNB also promoted 
female role models to encourage 
women to take their place in this 
field.

In tech, women are at the end of 
the line. They are sometimes held 
back by stereotypes of “geeks” – an 
inevitably male figure wallowing at 
a computer screen with a box of 
cold pizza. Not only has this idea 
of the male tech nerd been proven 
to be passé, it also excludes the fe-
male figure from the digital world. 

Artificial intelligence (AI) is of-
ten personalised and regarded as 
responsible and guilty for biases 
against women. In reality, however, 
AIs only analyse of our own biases. 
They express nothing more than 
the aggregated opinions of their 
creators. AI can thus reproduce 
the sexist tendencies of a human 
resources department to only con-
sider the CVs of male candidates. 
Google the phrase “company direc-
tor” and the most common result 
will be an image of a man wear-
ing a tie. Conversely, search for 
“cleaning staff” and you’ll mainly 
see women in aprons. Voluntarily 
or not, algorithm designers tend 
to stir their own biases into the al-
gorithms they design, and this has 
sexist consequences. Several types 
of bias can be encountered. 

There are data biases which can 
have ethnically discriminating con-
sequences. They are expressed, 
for example, through the automat-
ic recognition of morphological 
criteria of the face or skin colour. 
They are a consequence of the fact 
that AI learning data cannot be rep-
resentative if learning is based on a 
single, European standard. The bi-
ases of predictive algorithms thus 
perpetuate the past data which 
they absorb. Human freedom and 
initiative would be frozen if legal 
professionals were to become reli-
ant on such algorithms. 

Christiane Féral-Schuhl

Can AI be held accountable for misleading impressions?: 
Why solving digital gender bias needs humans

AI can discriminate blindly. 
But it is not responsible or 
guilty. Rather, it amplifies ex-
isting biases without any real 
possibility of rectification. A 
discriminatory bias is diffi-
cult to identify but even hard-
er to repair. This is why we 
need more women, and peo-
ple from minority groups, in-
volved in the design of these 
tools. Their parameters must 
integrate the richness of our 
diversity of life and opinions. 

Digitalisation transforms so-
ciety and, while electricity 
exists, will continue to con-
sume it. The entire economy 
is supported by the digital. 
Must every sector become 
masculinised as it becomes 
an emerging digital market? 

Digital knowledge is mascu-
line. This is true in France. 
Not everywhere else. In some 
places, digital is a promising 
sector for women because it al-
lows them to work from home 
and can be better adapted to 
their constraints. 

Rectifying gender bias re-
quires finding ways to better 
integrate women in the busi-
ness of tech analysis and re-
search. One way could be to 
intervene at the training stage 
by making courses more at-
tractive to women. Companies, 
too, should implement already 
existing internal organisation-
al means to integrate women 
into decision-making process-
es. Diversity of recruitment is 
a simple measure to apply and 
contributes 

to fairer representation in a 
corporate structure. 

Is it necessary to impose or 
convince, set up quotas or set 
up incentive mechanisms? 
For a long time, the word 
quota, was understood as the 
admission of less qualified 
applicants and made many 
people grind their teeth. 

However, introducing a quota 
does not prevent performance. 
Although it may not be the 
only way, it can achieve quick 
results. Competitiveness and 
success should not be gen-
dered. A sector of activity 
that is not mixed is worrying 
because it is from diversity 
that richness is born.

Gender bias has an impact 
on girls’ academic perfor-
mance. It has been observed 
that they lose self-confidence 
from secondary school de-
spite good results in primary 
school.

An exercise presented as a 
mathematics problem gen-
erates poorer results for 
girls. When this bias is de-
constructed, boys perform 
less well. Changing course 
descriptions has an obvious 
impact. Teacher training is 
therefore extremely conse-
quential. They have the no-
ble task of accompanying 
children throughout their 
education. They must be the 
first line of defence against 
inequality. That said, a sur-
prising – perhaps frightening 
– observation has been made

at a societal level: The higher 
the general level of equality 
in a country, the less wom-
en engage in digital studies. 
Conversely, the more coun-
tries are based on unequal 
systems, the less girls and 
boys live together, the more 
women move into digital 
channels. Should this lead us 
to ask whether co-education 
is a catalyst for women’s inhi-
bitions to enter digital tech? 

Ultimately, parents are their 
children’s greatest role mod-
els, but they are more diffi-
cult to train. Yet they should 
be informed about the great 
possibilities for women in of 
the digital sector to kindle 
their daughters’ interests.

The best devices in the world, if 
they are blind to gender bias, will 
reproduce the same old disad-
vantages for women. From this 
debate, difficulties, dangers 
and warnings have emerged. 
But there is a growing opti-
mism in the awareness and 
search for solutions in busi-
nesses, governments and in-
ternationally, where a reflec-
tion on AI ethics is underway.

Christiane Féral-Schuhl is pres-
ident of the French National 

Bar Council
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Discrimination Is Not 
Just Human

Natalia Jara

Introduction

The pandemic will leave us with a 
new perception of the benefits of 
Artificial Intelligence (AI) technol-
ogies for decision making. All over 
the world people are acknowledg-
ing that this technology has been 
used on a daily basis without their 
knowledge. But they are also rec-
ognising that its implementation 
has become a necessity to the pub-
lic interest.

Accordingly, governments and busi-
nesses have deployed different types 
of AI to fight the pandemic. They 
have improved diagnoses or devel-
oped treatments. However, what 
if someone is banned from public 
transport because an AI predictive 
model marks them as a potential 
source of infection? What if some-
one is refused health insurance or 
a mortgage because of a Covid-19 
infection? Are results obtained by 
an AI enough to justify restricting 
individual freedom?

From a legal perspective, concepts 
like “discrimination” or “objective” 
are challenged when AI technology 
gets involved in decision making. 
AI-assisted decisions are based on 
algorithms or maths. This, argu-
ably, gives them some level of ob-
jectivity. But their outcomes could 
nonetheless be discriminatory.

What is artificial 
Intelligence 

decision-making?

Artificial Intelligence is defined in 
the Oxford English Dictionary as 
“the theory development of com-
puter systems able to perform tasks 
normally requiring human intelli-
gence, such as visual perception, 
speech recognition, decision-mak-
ing, and translation between lan-
guages”. 

AI uses algorithms to classify, anal-
yse, create profiles or make pre-
dictions to perform tasks that nor-
mally require human intelligence. 
This includes selecting employees 
or students, advertising, evaluating 
insurance risks, image search anal-
ysis and preventing the spread of a 
pandemic. 

Algorithms, in turn, are described 
by Frederik Zuiderveen Borge-
sius, professor of law at the Rad-
boud University Institute for Com-
puting and Information Sciences in 
the Netherlands, as “a documented 
series of steps which leads to the 
transformation of some data”.

He calls them “an abstract, formal-
ized description of a computational 
procedure”. They are instructions 
that guide the decision-making 
processes, step by step, to obtain a 
certain result or solution. 

AI and algorithms are thus closely 
related concepts. An algorithm is 
the internally coded instructions 
that allow an AI to work and fulfill 
its purpose. 

With the ease and accuracy that al-
gorithms and AI can organise large 
amounts of data, this technology 
could improve any government, 
organization or individual’s deci-
sion-making process. In fact, any 
social, economic or political deci-
sions that involve a combination 
of human and AI systems could be 
considered partially or wholly auto-
matic. 

An algorithm’s true nature

Nevertheless, are these algorithms 
completely free of prejudice and 
discrimination? Can we really rely 
on algorithms or AI to make objec-
tive decisions? Are they they not 
just machines that process data 
with logic and math? 

The truth is that many cases 
around the world have proved that 
algorithms and AI are not neutral, 
and free of neither prejudice nor 
discrimination. There have been al-
gorithms which recognise certain 
people as “gorillas”. Others display 
better paid jobs to men than to 
women or even discard women’s 
resumes during job applications. 
In yet another case, people living 
in dangerous neighborhood have 
been prevented from paying for ex-
press delivery services. These are 
just a few examples of people being 
treated differently simply because 
of their gender or phenotype. 

If society wants to rely in this 
technology to improve the deci-
sion-making process, it is neces-
sary to comprehend how these 
prejudices are transferred to or ad-
opted by algorithms and AI.  

If so, can the risk of discrimination 
through fully or partly automatic 
making-decision processes be re-
duced or mitigated if the data col-
lecting process is done carefully 
and correctly? 

Experts, like MIT Technology Re-
view writer Karen Hao, say that 
this is not going be enough. The 
algorithm itself could lead to a prej-
udiced decision if programed to 
analyse the data in an “incorrect” or 
“biased” way. “Historical patterns 
of discrimination”, Hao argues, are 
discussed by AI designers since 
this technology could learn how to 
think just like a human being. This 
includes imitating our prejudices 
or stereotypes. 

On the other hand, we should con-
sider that no AI system currently 
its own intentionality, yet. So, any 
biased decision taken in a partial 
or fully automatic decision-making 
process that results in discrimina-
tion is down to bias in the imputed 
data or the processing program-
ming. Either way, the intention or 
bad faith must be related to the 
programmer or AI system propri-
etor. 

With this in mind, when evaluat-
ing an AI system or algorithm, its 
decisions must be analysed from a 
legal perspective to identify cases 
of discrimination.

Algorithmic and 
AI Discrimination

In the words of Ramón López de 
Mántaras, director of the Instituto 
de Investigación en Inteligencia 
Artificial-CSIC, in Barcelona: “If 
the data you learn from is biased 
(intentionally or not), the algo-
rithm will decide biased”.

Algorithms are simply instructions 
for a computer procedure. The 
data that it receives as input could 
replicate or even amplify a human 
prejudice or bias. For this reason, 
AI could perpetuate discriminatory 
data analysis processes and further 
predictions that could worsen vari-
ous existing stereotypes in society. 

Accordingly, all people are entitled 
to not suffer any violation of their 
human rights caused by an AI-driv-
en discriminatory system or algo-
rithm. However, this will depend 
on the efficiency of each country’s 
laws or regulations. There are nu-
merous approaches to accomplish-
ing a non-discriminatory automatic 
algorithm or AI- augmented deci-
sion-making process. 

On one hand, in the European 
Union, Article 14 of the Europe-
an Convention of Human Rights 
(EHRC) prohibits discrimination 
by saying: 

“The enjoyment of the rights and 
freedoms set forth in this Conven-
tion shall be secured without dis-
crimination on any ground such as 
sex, race, color, language, religion, 
political or other opinion, national 
or social origin, association with a 
national minority, property, birth 
or other status”. 

Furthermore, the EHRC distin-
guishes between direct and indi-
rect discrimination. Direct discrim-
ination targets a person based on 
a particular characteristic, such as 
a ban against people of a certain 
religion. If discrimination occurs 
as a result of apparently neutral 
practice – like a regulation against 
all head coverings that, by de-
fault, prevents observant religious 
people from applying for a job – it 
might be considered to be indirect. 

Both types of discrimination could 
be caused by an algorithm or an 
AI-driven system, especially the in-
direct type. 

“

ˮ

All are equal before the law and are 
entitled without any discrimina-
tion to equal protection of the law. 
All are entitled to equal protection 
against any discrimination in viola-
tion of this Declaration and against 
any incitement to such discrimina-
tion.

How do we protect 
ourselves from AI-driven 

discrimination? 

As we all know, discrimination is 
prohibited by many treaties and 
constitutions around the world. 
But will this be enough to protect 
and secure equal treatment when 
decisions are made by an AI sys-
tem?

Article 7 of the UN’s Universal Dec-
laration of Human Rights reads: 
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So will the issue of how to pre-
vent biased data from being pro-
cessed. Finally, another interesting 
approach is found in the United 
States, where “discrimination” in 
Barron’s Law Dictionary is defined 
as: 

“the unequal treatment of parties 
who are similarly situated. Federal 
law prohibits discrimination basis 
of race, sex, nationality, religion, 
and age in matters of employment, 
housing, education, voting rights 
and access to public facilities. Fur-
thermore, states or any govern-
mental bodies may not engage in 
any actions which result in discrim-
ination on the grounds of race, sex, 
nationality, religion or age”.  

According to this definition, impor-
tance would be placed in the possi-
ble engagement in any action that 
may result in discrimination. In 
this sense, if any state or govern-
mental body engages or uses a dis-
criminatory AI-driven technology, 
it would be illegal even though it 
does not result in an unequal treat-
ment. However, if any private orga-
nization uses AI-driven technology, 
the illegal action will only occur, if 
the result is discrimination. 

Nonetheless, for the moment, 
government bodies and business 
which use this technology to ease 
their decision-making processes 
will have to design measures to 
provide transparency of how their 
algorithms run or justify outcomes 
in a reasonable way. As we have 
seen, our human rights are at 
stake. 

Conclusion

Partially or fully automatic mak-
ing-decision processes assisted by 
algorithms or AI systems could 
cause, and even amplify, bias and 
discrimination. Regulations all 
over the world will be challenged 
by the increasing use of this type 
of technology in decision making. 
Topics like biased data processing, 
black box transparency, intention-
ally discriminatory programs or 
policies and measures to supervise 
algorithms or AI technology must 
be discussed and improved. 

This is particularly true since ur-
gent situations, like a worldwide 
pandemic, drive the use of increas-
ingly intelligent, accurate and fast-
er technology. 

Algorithms and AI systems can un-
intentionally disadvantage a certain 
group of people of a particular phe-
notype, culture or gender, through 
seemingly neutral criteria, practic-
es or selections. For a recent case 
illustrating this, see the Europe-
an Court of Human Rights case 
ECtHR, Biao v. Denmark (Grand 
Chamber), No. 38590/10, 24 May 
2016, paragraphs 91 and 92. 

Consequently, current European 
regulations require that general 
policies, measures or practices 
based on algorithms or AI system 
are analysed and perhaps approved 
prior to use, since it is unclear 
whether they might breach dis-
crimination prohibitions.

The American way

On the other hand, considering that 
the focus in European regulation is 
not on intentions but on whether 
a discriminatory decision is made 
without an objective or reasonable 
justification, the problem of lack of 
regulation of “black boxes” will be 
important. “Black boxes” refer to 
the internal programming of an AI 
system. These programs are often 
kept secret by IT companies, but 
would need to be transparent to 
allow a judge to analyse how poten-
tially discriminatory decision were 
made. 

Situations similar to those in the 
EU will occur on Latin American 
countries like Argentina, Bolivia, 
Chile, Ecuador, Mexico, Peru and 
Uruguay. In most of their constitu-
tions and regulations require equal 
rights and prohibit discrimination. 
But discovering whether an un-
equal treatment was “arbitrary” 
or “unreasonable” is necessary to 
find whether a decision or act is 
discriminatory. 

Therefore, in this region, the ques-
tion of how to make an AI systems’ 
black box process transparent to 
justify acts or decisions assisted by 
an algorithm will be significant. 

Natalia Jara is an associate at 
Philippi Prietocarrizosa Ferrero 

DU & Uría, Chile
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30 November 2019

On this date, Greece’s Law 
4640/2019 was passed. This was 
almost a decade after the first ap-
pearance of the Institution of Me-
diation in Greece and two years 
after the country’s previous failed 
effort bring mediation laws in line 
with EU standards. In the interven-
ing decade significant socio-eco-
nomic changes had recast Greece 
through its long economic crisis. 
But now Greek legislating was fi-
nally harmonised with the EU’s 
Directive 2008/52/EC on civil and 
commercial mediation.

The changes brought about the 
new mediation law, are milestones 
in the promotion of a complete 
system of out-of-court dispute res-
olution. The structured promotion 
around the world of this popular 
institution aims to provide citizens 
with quick, easy and economic ac-
cess to dispute resolution. That is 
important because, until now, citi-
zens have often surrender efforts 
of claiming their right, having been 
unable to afford litigation in court. 
Economically and socially they now 
face an appropriate alternative.

However, this alternative dispute 
resolution (ADR) also aims to 
speed up disputes. This will help 
to decongest overloaded courts as 
mediation aspires to resolve cases 
outside of public chambers of jus-
tice.

Hence, the timing was considered 
appropriate for mediation to move 
forward last year. After all, Europe-
an and international trends in best 
practice have long contributed to 
promoting ADR. 

Before examining the new Law for 
Mediation, it is necessary to look 
back and understand what hap-
pened over the course of the past 
ten years. Why did mediation ini-
tially face such a strong reaction 
for so long and how is it seen to-
day?

Ancient history

The EU’s Directive 2008/52 /EC, 
was ratified in Greece with the en-
actment of Law 3898/2010. 

This Law introduced the concept 
of mediation for the first time, as 
an alternative way of resolving 
disputes, domestically and interna-
tionally between either individuals 
or states. Unfortunately, at that 
time, Mediation could not deliver 
the expected results, mainly be-
cause of the voluntary nature of 
mediation and a lack of incentives 
for using ADR.

The tiny number of mediations 
completed in Greece between 
2010 and 2018 demonstrate this. In 
eight years fewer than fifty cases 
were concluded in Greece through 
ADR. There was no desire to use 
this method, no public awareness 
and no lawyers or judges willing to 
consider it. This useful instrument 
was almost abandoned without a 
first glance.

Some small changes to the original 
mediation law occurred. Restric-
tions on who could be a mediator 
were loosened, enabling persons 
without a legal background to take 
on the role. The small number of 
cases that went to ADR also be-
gan to demonstrate successful 
outcomes. Academics who exam-
ined the institution’s applications 
questioned why it lay dormant for 
so long, despite the proof of its tri-
umphs. Gradually, lawyers work-
ing on investment and commercial 
cases began to consider it their 
method of choice. 

At the same time courts were 
overwhelmed by cases. The public 
justice system slowed down. Even 
simple civil cases could take two 
years. Appeal cases even longer. 

Like most countries, Greece faced, 
suffered and has not recovered, 
from the 2008 financial crisis. This, 
alongside many other factors, has 
been exacerbated by foreign capi-
tal becoming hesitant to investing 
in Greece due to its malfunction-
ing and disordered justice system. 
A secure solution to this problem 
had to be found. The culture had to 
been changed. But this change had 
already begun.

Teething problems

Since 2017, some private entities 
have started to increasingly pro-
mote mediation. In 2018, Greek 
legislators tried to transfer an Ital-
ian model of mediation to Greek 
law. Mediation did not have to be 
completely voluntary, but rather 
somehow made “mandatory”. Of 
course, Greece could not select a 
system that would promote manda-
tory mediation. It was against the 
constitution to be forced to enter 
private mediation. The first effort 
to transform voluntary mediation 
to “mandatory” was in January 
2018 in the form of Article 182 of 
Law 4512/2018. 

The obligation consisted follow-
ing: Before an in-court discussion, 
the parties were obliged to try to 
resolve their dispute through me-
diation. If the parties could not 
pass that phase, the penalty was 
that the claim would be considered 
to be inadmissible and the claim-
ant would lose the case for typical 
reasons. Furthermore, Article 182 
would have been limited to cases 
such as those involving intangible 
assets, car damage, certain family 
disputes, patients’ compensation 
claims against doctors, financial 
disputes and similar.

Although Article 182 was a ground-
breaking innovation, it faced fierce 
opposition. Among the thunderous 
arguments against it from lawyers 
and judges was the conclusion that 
mandatory mediation contradict-
ed to the spirit of voluntarism that 
should inform ADR. Furthermore, 
critics noted that compulsory me-
diation jeopardised the justice sys-
tem by risking its privatisation and 
by drawing cases away from public 
courts. Finally, it breached Arti-
cle 20 Paragraph 1 of the Greek 
Constitution, which asserts that 
“everyone has the right to be pro-
vided with legal protection by the 
courts…”.

Proponents of Article 182 argued 
that mandatory mediation was con-
stitutional and did not violate the 
principle of free court access. 

Necessity becomes 
the mother of invention

Change arrived after the general 
election of 7 July 2019. The new gov-
ernment immediately passed fresh 
mediation legislation, which is in force 
today. Mediation Law 4640/2019, 
was approved unanimously, even 
by the administrative session of the 
Supreme Court.

The realisation had sunk in that we 
live in a globalised world, where 
individuals and businesses move 
fast and time is precious. These 
great expectations brought their 
pressure to bear even on the field 
of justice. Disputes had to be re-
solved in the shortest possible time, 
at the lowest possible cost. Greece, 
had to become a competitive state, 
and provide every additional incen-
tive to investors to grace its shores.

What the new 
Mediation Law means 

in practice

In Greece mediators must be ac-
credited by the Ministry of Justice. 
That requires them to participate 
to an eighty-hour course and pass 
oral and written exams, both at 
their training agency and the jus-
tice ministry. No legal background 
is necessary but candidates must 
retain a degree of higher educa-
tion. Mediators who pass their

exams receive a registration num-
ber and are listed in a Ministry cat-
alogue. They can then be selected 
for any civil, commercial or other 
mediation. Mediators must attend 
to lifelong mediation training pro-
grams every three years. There 
are two kinds of mediation. Firstly, 
voluntary mediation can be applied 
to any civil or commercial case, 
apart those which cannot be medi-
ated. Secondly, there is mandatory 
First Attempt Session Mediation. 
The latter compulsory variety is 
limited to one initial session with 
a mediator and is used only for 
family cases (with the exception of 
marital disputes that cannot be me-
diated), claims disputes involving 
more than €30,000 and contractual 
disputes where contracts include a 
valid mediation clause.

After a successful dispute resolu-
tion, a Minute of Successful Reso-
lution is drawn up. It can be submit-
ted by any party to the Registrar of 
the Court of First Instance, at the 
place of the dispute, alongside the 
low mediation procedure expenses 
and a small fee of €50 their regis-
tration. Under Article 904 of the 
Greek Procedural Code the parties 
then hold an Enforceable Title.  

The mediation procedure is de-
scribed in Articles 5-7 of Law 
4640/2019. Certain written require-
ments must be performed, without 
the parties could be forced to liti-
gate if the mediation is unsuccess-
ful. If the parties cannot agree on a 
mediator the Ministry of Justice’s 
Central Committee will appoint 
one. Procedures are required to be 
swift to reduce costs.

The decisive factor: 
A qualified mediator

Mediation relies entirely upon 
having a qualified and capable 
mediator. Their finely honed 
mediation techniques – up-
dated with new training every 
three years – are called upon to 
communicate effectively with 
warring parties.In Greece the 
mediator does not guide the 
parties, nor propose solution, 
at least not unless asked to 
by the parties. 

Rather they listen to the par-
ties, observes them, show 
sympathy and help them to 
realise their real problems, 
which are often overshad-
owed by various factors, such 
as selfishnessA good medi-
ator helps the parties see 
their real interest, severing 
them from their imagined 
positions. Education and ex-
perience are essential for a 
qualified mediator. As is con-
centration, dedication, skill-
ful communication, immedia-
cy, neutrality and objectivity. 
How a mediator manages every 
dispute’s distinctive features and 
chooses which skills to deploy 
is what marks their approach as 
unique and distinctive. 

Of course, no mediation is ever 
the same with another. Even when 
both the mediator and the parties 
are the same developments and 
outcomes can vary tremendously. 
Like many games of chess between 
two players, every game is differ-
ent.

The mediator 
in Plato’s cave

The mediator performs the role of 
the “philosopher” in Plato’s story 
of the cave. As Socrates might have 
said, had he been alive today: Imag-
ine a group of people, who have 
lived their entire live chained to the 
wall of a cave. All they can see is an 
empty wall in front of them. These 
people will behold only shadows, 
formed by objects passing behind 
them and believe that what they 
see is reality. They will never know 
the object moving behind them, 
only its shadow. The Mediator is 
called upon to untie these individ-
uals from their bonds so that they 
realise that they have been look-
ing only at the shadows; that the 
shadow was simply the image of 
the object itself. These chains are 
the parties’ positions. And their po-
sitions are not their true interests! 
The only person able to make them 
realise this is the mediator.

After all it would only require an 
attempted mediation, which could 
lower costs. Yet, the strong reac-
tions against the Article finally led 
to its rapid downfall.
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Mediation in Europe
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LLM, MCI Arb, IMI, CEDR, FIMC Registered Commercial Mediator 

Federico Antich

All roads lead to Rome: 
How mediation became a turning 

point for Chinese trade in Italy
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Introduction

International trade is reeling from 
the shock of the Covid-19 pandem-
ic. While it is hard to foresee the 
exact date when the world will (if 
ever) regain its pre-Covid condi-
tion, many business people are 
coping with the present restraints 
of our new normal. 

Wise entrepreneurs are aware of 
the importance of active listening 
while doing business, especially 
during hard times. They are con-
scious that behind every danger 
hides an opportunity and this is 
particularly true in times of crisis. 

If international trade is to prosper, 
international businesses need to 
proceed in an efficient and effec-
tive manner. Likewise, if states re-
ally want to retain market shares 
for their corporations and attract 
foreign investments they need to 
secure and maintain a friendly en-
vironment for business. They need 
to provide settings conducive to 
stable commercial relationships 
and predictable outcomes for stip-
ulated agreements.  

Speaking of trade, Italy has been an 
attractive venue in a variety of ar-
eas. This is not new as the country 
has been working hard in recent 
years to improve its attractiveness 
to foreign investors, as also wit-
nessed by the World Bank Group’s 
2020 Doing Business indicators. 
Notably, Italy this year reached 
first place in its “Trading Across 
Borders” ranking. However, Italy is 
still struggling to climb the ladder,

away from the lower mid-table po-
sition that currently sees her at 
122nd place in the corresponding 
“Enforcing Contracts” indicator.

The reasons for these mixed re-
sults are generally a) the excessive-
ly slow pace of the Italian judiciary, 
whether at trial level or higher; b) 
the costs associated with litigation, 
in terms of court costs and legal 
fees, and c) the uncertainty inher-
ent in most dispute-resolution sys-
tems that invite the losing party to 
appeal.

The Belt and 
Road initiative 

prefers mediation

In complex transnational busi-
ness transactions country risk is a 
variable that is usually taken into 
account from the start. Carefully 
drafted contracts will call for ar-
bitration venues as the preferred 
alternative to litigation in public 
courts. Of course, this can be criti-
cised for not being flawless option 
either and increasingly complex ar-
bitrations can, in Tom Stipanovich’s 
words, resemble that of a “new Lit-
igation”. 

Mediation is, therefore, a more at-
tractive way of handling business 
disputes. Its attraction lies in its 
voluntary nature, the reasonably 
short amount of time its requires  
and the confidentiality it provides. 

That is most likely why mediation 
was selected from the start as a 
preferred method of dispute 

resolution in Euro-Asian trade un-
der the Belt and Road (BnR) initia-
tive. In particular, it might in this 
context also help preserve busi-
ness relationships, which may be 
considered to be of value in and of 
itself. Although some sceptics have 
raised concerns over the implica-
tion of the government’s attitude, 
Italy has enthusiastically embraced 
the business vision behind the BnR 
Initiative. But are Italian business 
and the country’s legal landscape 
ready to welcome this new oppor-
tunity for growth? More to the 
point: is Italian mediation a mature 
dispute-resolution process? 

Avoiding an overly simplistic an-
swer is not an easy task. Never-
theless, to begin a description I 
provide an outlook on the Italian 
model of mediation and its legal 
landscape. This is followed by a 
statistical overview and a focused 
analysis of the significant role held 
that mediation played in Italy’s c2B 
disputes. I end on a brief comment 
about the country’s attitude to-
wards the Singapore Convention, 
which, since the BnR initiative 
launched, is the most remarkable 
legal instrument affecting media-
tion in international trade.

The legal basis for Ital-
ian mediation

On 20 March 2010 Italy took the 
big step towards enacting Legis-
lative Decree 4 March 2010 n. 28. 
The decree was a legal instrument 
that would embrace mediation to 

reduce the judiciary’s heavy work-
load and promote a sustainable 
approach civil and commercial dis-
pute resolution. Italy was thus the 
first EU state to adopt the union’s 
Directive 52/2008. These legal 
provisions drew much attention 
from lawyers and largely consid-
ered mediation as mandatory and 
a condition in certain cases for ac-
cessing court litigation. Following 
a ruling of the Constitutional Court 
in December 2012 these mandato-
ry mediation provisions were ruled 
unconstitutional. Thus in 2013, 
Law Decree 21st June 2013 n. 69 
rebooted mediation by reformulat-
ing its purpose and scope. Parties 
to a dispute in one of the topics 
listed in the new Decree’s Article 5 
were now required to apply to par-
ticipate in an information session 
with a professional mediator – a so-
called “first meeting”. 

During a “first meeting” the medi-
ator clarifies the mediation’s role 
and modalities to the parties and 
invites the parties and their law-
yers – whose presence is required 
by law – to decide if they want to 
participate in a mediation proceed-
ing. If so, the mediator proceeds 
accordingly. 

However, the degree of commit-
ment required in the “first meet-
ing” during the semi-mandatory 
stage mandated under the Media-
tion Law remains debatable. Based 
on the diversity of the judicial de-
cisions on the matter so far, it is 
still unclear, if the parties them-
selves must be personally present 
or if they can appoint a proxy. It is 
also unclear whether they are ex-
pected to engage in some kind of 
good-faith negotiation or if their 
presence is merely a formality. 
This issue is far from a technicali-
ty. Since this “first meeting” is the 
only mandatory part of the medi-
ation process and involves tens of 
thousands of cases throughout the 
country annually, the judiciary’s 
reactions to the parties’ conduct 
and their counsels in these situa-
tions may well shape the future of 
mediation in Italy. Another way to 
promote mediation among litigants 
which has been in effect since 2013

The second objective of the Law on 
Mediation – to promote a sustain-
able approach to dispute resolution 
in civil and commercial matters 
– in this light, appears to be quite 
far off. As shown by the available 
statistics, voluntary mediation ac-
counts for a very small portion of 
the overall proceedings activated. 

It should be noted, however, that 
Italy has a long tradition of using, 
either formally or informally, medi-
ation, conciliation and third-party 
intervention to help disputants pre-
vent or avoid conflict. The Cham-
bers of Commerce have been for 
decades been among the few pro-
moters and providers of alternative 
dispute resolution tools. Both com-
panies and citizens have benefited 
from conciliation services and sev-
eral of the best trained and most 
esteemed Italian mediators today 
started their careers in courses 
provided by the Chambers of Com-
merce. Finally, thanks to mediation 
fruitful inroads have been made in 
disputes between individuals and 
public utility companies, like tele-
communication, power and water 
providers.

The Singapore 
Convention

In closing, a word on Italy and the 
Singapore Convention. Italy has 
shown an interest in the works of 
the United Nations Commission 
on International Trade Law (UN-
CITRAL) Working Group II on dis-
pute resolution, which produced 
the Singapore Mediation Conven-
tion. At its 51st session on 26 June 
2018 UNCITRAL approved the fi-
nal drafts of the Convention on the 
Enforcement of International Set-
tlement Agreements.It also issued 
a corresponding revision of the 
2002 Model Law on International 
Commercial Conciliation (now re-
named Model Law on International 
Commercial Mediation and Inter-
national Settlement Agreements 
Resulting from Mediation, 2018).
This concluded three years of vig-
orous debate, conducted by 85 
member states and 35 internation-
al governmental and non-govern-
mental organisations.  

Only about ten percent of ordinary 
litigation cases turn to mandatory 
mediation; 

Where the summoned parties ac-
cepted an invitation to mediate, 
46.3 percent of mediations reached 
an agreement in 2019; 

In the same year, the acceptance 
rate of invitations to mediate was 
49.2 percent;

The percentage of mediation cases 
to reach an agreement was thus 
28.6;

It is fair to assume that each agree-
ment reached through mediation 
equals one less case filed in court;

Because the recorded number of 
requests for mediation in 2016 was 
147,691 we might assume that me-
diation procedures decrease the 
number of lawsuits in that year by 
some 42,000.

is court- ordered mediation. In this 
case trial judges have the power to 
issue an order to undertake medi-
ation while the case is halted for a 
three-month period. Notably, the 
power granted to some judges to 
strike out a case should the parties 
do not comply with this mediation 
order is still subject to great de-
bate within the legal community. 
Although the impact of such mea-
sures on the judiciary’s case load 
could be significant, at present 
only a few local courts have adopt-
ed this approach. 

Italian mediators are required to 
hold a bachelor’s degree in any 
subject or be member of a profes-
sional association, complete a fif-
ty-hour training course on theory 
and practice of mediation with a 
four-hour final test and commit to 
continuous education.

Although the Ministry of Justice is 
required to monitor the nationwide 
development of mediation proceed-
ings complete and accurate statis-
tical data remain elusive after ten 
years on. A full picture of Italian 
mediation thus remains sketchy.

Statistics

Nevertheless, the following sta-
tistics from the Italian Ministry of 
Justice in 2019 are noteworthy:
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The convention was opened for sig-
natures by all states in Singapore 
in August 2019 and will enter into 
force on 12 September 2020.

Some potential issues may arise 
when confronting internal rules on 
the value of mediated agreements 
and their possible enforcement out-
side of Italy. See for instance Arti-
cle 6 of the EU Directive 2008/52/
EC regarding certain aspects of 
mediation in civil and commercial 
matters regarding the “enforceabil-
ity of agreements resulting from 
mediation”. Notably, Article 6 of 
Directive 2008/52/EC resembles 
Article 5 of the Singapore Conven-
tion. For an early comment on this 
topic to continue the conversation, 
I can recommend Ming Liao’s post 
‘Singapore Convention Series’ on 
the Kluwer Mediation Blog from 
12 April 2020.

It is still too early to foresee wheth-
er Italy will become a signatory to 
the convention, either directly or 
indirectly through the European 
Union. However, it may be expect-
ed that, given the convention’s fo-
cus on the execution of the medi-
ated settlement agreements, which 
is a now well-established subject in 
domestic mediation.

35Swiss Chinese Law Review Journal Issue 2
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N Will Social Mediation Become 
A Victim Of Covid-19?
Lionel Paraire, Galion Société d’Avocats, Paris

Admittedly, even before the 
Covid-19 outbreak, the con-

straint of geographical distance 
could discourage mediation as a 
means of dispute resolution. This is 
unfortunate, since prolonged con-
flicts can hamstring organisations, 
causing anxiety, absenteeism and 
declining performance and produc-
tivity. Mediation, of course, invites 
feuding parties to discuss their 
issues in a constructive manner, 
assisted by a third party mediator.  
It facilitates sharing perceptions 
on the disagreements to dispel 
any misunderstandings and better 
understand how the conflict arose 
and escalated.  By offering space to 
release long-suppressed emotions, 
mediation eases participants’ pres-
sure enough to seek ways to jointly 
end their dispute. But is it possible 
to duly perform mediation tasks

remotely using video conferenc-
ing? 

Absolutely, provided that the medi-
ation is adapted to our new tools at 
each step of the process.

Step 1: Set the scene

Mediation on a virtual platform 
has a clear advantage over physical 
meetings with respect to organisa-
tion.  There is no need to look for 
an available meeting room or to 
worry about meeting dates. A vir-
tual room is available for the par-
ticipants whenever they wish and 
mediation can be organised very 
quickly.  

Sessions can be shorter but more 
frequent without disorganising any 

schedules. The participants will 
then be able to join from their 
workplace or from home, with all 
the comforts they need.  For the 
mediator, if the organisation is also 
simpler, they will obviously have 
to master the videoconferencing 
technology and test it early enough 
to avoid any problems. 
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Step 2: Welcome the 
participants

Welcoming the participants is es-
pecially important in virtual me-
diation because it creates a rec-
onciliatory climate and brings the 
participants closer to one another. 

This proximity enables the medi-
ator to finely perceive the emerg-
ing mood and adapt the inclusion 
phase to this perception.  Virtual 
communications may be inter-
preted as colder than face-to-face 
speech.  Physical mediation cer-
tainly has an edge over digital in 
this regard.  However, to compen-
sate for this, the mediator can ded-
icate more time to the presentation 
of the participants allowing each 
in turn, including the mediator, 
to introduce themselves, express 
their state of mind and get to know 
each other. Virtual mediation has 
another slight advantage over face-
to-face mediation in that the media-
tor can see their own image on the 
screen.  This helps to ensure that 
one’s face and presentation are as 
welcoming as possible.

Step 3: Validate the 
discussions framework 

When commencing mediation, the 
mediator should state the rules 
that everyone shall observe. This 
ensures that they are understood 
and accepted.

They should cover confidentiality 
of the discussions, taking breaks, 
private conversations, conditions 
for each participant to address the 
meeting, mediator’s attitude and 
so on.  At this stage, everyone is, 
in principle, attentive, whether in 
physically or virtually.   Whatev-
er the case, the rules of the game 
should not change.  However, a 
virtual meeting requires some ad-
ditions, notably regarding confi-
dentiality by insisting on the strict 
prohibition on recording the meet-
ing and making sure that no third 
party is concealed off camera.  
These points should be specified in 
the mediation agreement.

Step 4: Progress of the 
discussions

During mediation, the mediator fa-
cilitates the participants’ speaking 
time and makes sure that every-
one listens to the other speakers.  
In virtual mediation, the lack of 
a face-to-face presence may help 
participants to speak more easily. 
Not having to face an antagonist 
can help to overcome any purely 
physical rejection or delays caused 
by proximity.    In face-to-face me-
diation, participants are fully aware 
of the other side’s presence.  For 
the mediator, it is obviously easier 
to reframe the discussions while 
physically at the center of a debate. 
Some of the natural moves used 
by mediators – placing a hand on 
the table or standing up – cannot 
be made in a videoconference.  To 
compensate for this, the mediator 
will have to speak more regularly, 
ask questions and check the par-
ticipants’ degree of attention to the 
others.  Mediators may also use 
text messages to regain control 
over the debates.

Step 5: Concluding the 
meeting

Before the end of the meeting give 
the participants time to express 
themselves. What was the meeting 
like for them? What was positive or 
difficult? What are their expecta-
tions for the future?   If the medi-
ation is not over, the parties shall 
arrange the next meeting.  In this 
respect, virtual mediation does not 
change anything. The mediator 
shall be able to gather their feel-
ings from the participants about 
this type of communication in or-
der to make further improvements.

In sum

Video conference mediation has 
developed quickly due to the pan-
demic movement restrictions, and 
should continue to evolve.  Remote 
mediation has several advantages.  
The absence of physical contact or 
an imposed place can, in itself, help 
defuse the conflict.  The process is 
also easier to organise. There are 
no travel expenses, no transport 
time and no venues to select.  It 
could thus help make social me-
diation more accessible.  Video-
conference requires a few adapta-
tions, but nothing that cannot be 
overcome.  We can safely bet that 
face-to-face mediation and remote 
mediation will coexist smoothly in 
the future.
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N Remote Arbitration: 
is it the future?
Robert Rhodes QC, FCIArb

The Covid-19 pandemic has 
had a huge impact on the 
world of dispute resolu-

tion, whether litigation, mediation 
or arbitration.  Since the global 
shutdown, international arbitra-
tion hearings have had to be con-
ducted online rather than in per-
son.  Whether you call it ‘virtual’, 
‘remote’ or ‘online’, it comes to 
the same thingall parties involved 
attend through one of the many 
platforms available on the internet, 
such as Zoom, Teams  or BlueJeans. 

Many arbitral institutions have 
issued protocols or updated their 
rules to help make remote arbitra-
tion (including electronic rather 
than ‘wet ink’ signature) the norm.

There is considerable discussion 
whether remote arbitration will re-
place physical meetings once the

• The huge saving in airline fares 
and hotel expenses for all parties 
involved in international arbitra-
tion.

• The saving in travelling time.

• The saving in printing, with al-
most everything done electronical-
ly.

robert.rhodesqc@outertemple.com

pandemic is over.  Remote arbitra-
tion has several advantages; the 
most striking being cost.  The main 
cost benefits are:

Online hearings generally have 
one, agreed, electronic bundle, 
which saves time. 

The Kaplan Opening – named 
after the distinguished arbi-

trator, Neil Kaplan CBE, QC, SBS 
– is a hearing after the first round 
of written submissions and witness 
statements, but before the substan-
tive hearing.  It enables counsel to 
outline their respective positions 
to the tribunal, thus helping the 
tribunal in its preparation, and can 
result in a shorter main hearing. A 
platform like Zoom makes this ses-
sion more attractive to the parties 
because of the savings from not 
having to travel. It also makes it 
easier for the tribunal to meet and 
discuss the case before the main 
hearing (the so-called “Reed Re-
treat”).

The result of this is that fixed hear-
ing dates are likely to be arranged 
more quickly. Various platforms 
have a shared screen function, and 
showing the relevant document on 
screen will make for more efficient 
hearings.
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that need to be dealt with for online 
hearings. 
 
Thus parties will need multiple 
screens: one to see the other par-
ties or witnesses, one for the doc-
ument bundle, and one for the 
transcript.  There will need to be 
testing sessions, and backup fa-
cilities in case of a technological 
failure. Teams must have ways of 
communicating with each other: 
if a lay client is in one country, a 
solicitor is in another, and lead 
counsel is in a third, they will need 
something like WhatsApp to be 
able to communicate. Participants 
will have to speak clearly, and avoid 
over-speaking.  Non-active partici-
pants will need to remember to 
mute themselves.

Most people who arbitrate online 
find it much more exhausting than 
being in a room.  For that reason, 
daily hearings will have to be short-
er, and will need regular breaks.

Tribunals will also have to be care-
ful that one side is not at a disadvan-
tage because of its country’s weak-
er technology, such as narrower 
broadband width.  Moreover, dif-
fering time zones will have to be 
taken into consideration.  One side 
might complain that it has not had 
a fair hearing if the arbitral hearing 
times are late at night where it is, 
as opposed to mid-morning for the 
other side.

There might be problems of en-
forceability of awards resulting 
from online hearings where one 
party opposes such a hearing and 
wants a physical hearing.  But that 
is a topic for another day.

In summary, online arbitral hear-
ings are likely to be particularly 
helpful in short hearings.  In long 
hearings, they do have advantages 
but here significant disadvantages 
also stand out.

Online arbitration is also likely to 
make submissions more focussed, 
cross-examination shorter, and 
hearings quicker.

What are the 
downsides?

There are, however, significant dis-
advantages to online arbitration.  
The first is the cyber-security risk 
of online hearings.  It is essential 
that access to the hearings be con-
trolled, and that the storage and 
transmission of personal data be 
limited. 

To this end, it is vital to consider 
the platform’s terms and condi-
tions.  Parties will have to be care-
ful with the use of breakout rooms. 

Recently, a High Court judge in 
London was embarrassed when 
she made a disparaging comment 
about one of the parties to a case 
before her, wrongly thinking that 
her microphone was switched off.
Another disadvantage to online 
hearings is the cross-examination 
of witnesses, whether expert or 
factual. That is because it is diffi-
cult to assess a witness’s body lan-
guage when all you can see is their 
face.  

There is also the risk of a witness 
being coached by someone in the 
same room, or receiving informa-
tion by email or messaging. That 
risk can, however, be mitigated by 
a neutral person in the witness’s 
room, or by a 360 degree camera 
and a mirror behind the witness, as 
well as the witness having an emp-
ty desk.

Nonetheless, online cross-exam-
ination deprives the cross-examin-
er of seeing the effect on both the 
tribunal and the opposing lawyers 
of points made in cross-examina-
tion. Furthermore, technological 
disruption might adversely affect 
what might otherwise be powerful 
cross-examination. In any event, 
online cross-examination via an in-
terpreter can cause problems.

There are various technical matters 
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Foreign Nationals Working In the People’s 
Republic of China During Covid-19: The 
impact of special immigration policies 

In principle, foreigners are allowed to work and reside in the People’s Republic of 
China (PRC; different regulations apply in Hong Kong SAR and Macao SAR) sub-
ject to obtaining a working and residence permit issued by the State Administration 
of Foreign Expert Affairs (SAFEA). While the permit is valid a foreigner may enter 
and exit the country without restrictions. 

Permits are issues under a score-based system whereby applicants are granted a 
score based on a combination of several requirements. Assessment criteria includ-
ing age, education, profession, salary, home state, Chinese language knowledge 
and awards issued by qualified international institutions (for migrants with specific 
skills).

Eugenio  Loccarini

(vi) holders of New Visas issued by 
the overseas PRC Embassy/Con-
sulates after 28 March 2020. These 
categories were limited to urgent 
and mandatory business or essen-
tial work.

Following to the Announcement, 
applicants for these latter New Vi-
sas had to designate a sponsor – a 
legal entity established under PRC 
law. This could be their employer, 
another company or organisation 
depending on their reason for vis-
iting or returning to China. Appli-
cations should be filed under the 
name of the sponsor to the highest 
level of People’s Government For-
eign Affairs Office (FAO), 

Special Immigration 
Policies
Due to the global Covid-19 pan-
demic, the PRC Ministry of For-
eign Affairs, in line with practices 
of other countries, issued the ‘PRC 
National Immigration Administra-
tion Announcement on the Tem-
porary Suspension of Entry by 
Foreign Nationals Holding Valid 
Chinese Visas or Residence Per-
mits’. It took effect on 28 March 
2020 and temporarily suspending 
the entry of all foreign nationals to 
of PRC. Work and residence per-
mits issued before 28 March 2020 
were blocked. As a consequence, 
any foreigners holding

(i) family reunification visas, (ii) 
permits issued for work or study, 
(iii) APEC business travel cards 
or (iv) other special visa-free and/
or transit policies (e.g. Hainan 30-
days visa free) were unable to en-
ter the PRC after this date.

The announcement and other re-
lated implementing regulations 
further provided some exceptions. 
The right to enter China was lim-
ited to the following categories: (i) 
diplomats, (ii) holders of courtesy 
visa, (iii) holders of C visas (air 
crew), (iv) humanitarian visa hold-
ers, (v) travelers with Foreign Per-
manent Resident ID Card or c.d. 
Chinese green cards and
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generally at province or auton-
omous municipality level (i.e. 
Beijing, Shanghai, Tianjin and 
Chongqing), for the issuance of a 
so-called PU Invitation Letter.

Acquiring a PU Letter

PU Letters are official invitation 
letters, addressed to an overseas 
PRC embassy or consulate stating 
the full name, date of birth and 
passport number of up to five ap-
plicants. 

The applicant’s reasons for visiting 
China, their number of entries, the 
validity period of each entrance and 
destinations are also required, as is 
the name of the relevant overseas 
PRC embassy or consulate that will 
process the application. Upon sub-
mission, the applicant can obtain 
an M-type (business) visa with a 
single entry and valid for between 
thirty and 180 days. It is also possi-
ble to receive Z-type work visas or 
other permits, subject to specific 
conditions.

The data requirements and poli-
cies for requesting PU letters are 
not regulated in the Ministry of 
Foreign Affairs’s announcement or 
other national regulations. Thus, 
provinces and autonomous munic-
ipalities received broad discretion-
ary and interpretational powers 
for assessing applications, and re-
quirements may vary on a case-by-
case basis.

Based on our experience, common 
requirements that may ease the is-
suance of a PU Letter are the fol-
lowing:

(i) the amount of taxes above a 
certain amount paid by the desig-
nated sponsor during the previous 
year (ranging from CNY 1 million 
in Shanghai up to CNY 10 million 

in Beijing);

(ii) the sponsor’s turnover (For-
tune 500 companies are privileged 

for such purposes);

(iii) an applicant’s existing type A 
permit; 

(iv) executive positions in local 
government (legal representatives, 
general managers, etc.) held by the 

applicant;

(v) the applicant’s proven difficulty 
in carrying out work-related tasks 
and responsibilities outside of Chi-

na;

(vi) participation on key govern-
mental projects (for example the 
2022 Winter Olympic Games, 

Space projects, etc.),

(vii) employment on businesses 
relating to manufacturing and trad-
ing Covid-19 related products (like 
face masks or vaccines) and other 

essential industries.

Upon satisfying of the necessary 
requirements, applicants may be 
granted a PU Letter and can apply 
for the New Visa at an overseas 
PRC embassy or consulate.

The procedures for New Visa appli-
cations and for returning to China 
are not standardised and subject to 
several frequent changes. There-
fore, the procedures listed below 
have been simplified and, when 
detailed, draw on the author’s per-
sonal experience in obtaining a PU 
letter and New Visa in mid-July 
for travelling from Milan to Tian-
jin in July 2020. This journey via a 
chartered flight was organised by 
the Italian embassy in China and 
the China-Italy Chamber of Com-
merce.

As a rule of thumb, there are two 
options for returning to China af-
ter receiving a PU Letter: Normal 
track and fast track. The latter 
is governed by special intergov-
ernmental agreements between 
certain countries and PRC, which 
have established the so-called 
“green channel procedures” for 
charter flights. Initially this cov-
ered only South Korea and Germa-
ny, but, later extended other states, 
including Italy. These were ad hoc 
agreements to facilitate the return 
of foreign visa holders blocked 
from China.

The normal track

The application via the normal 
track includes the following steps:

I. application for the PU Letter is-
sued by the FAO;

II. application for the New Visa at 
the overseas PRC embassy or con-
sulate, as indicated in the PU Let-
ter. This required the presentation 
of an airline reservation and, in the 
case of accompanying dependent 
family members, legalised mar-
riage certificates or birth certifi-

cates;

III. issue of a negative report on 
the nucleic acid RNA examination 
through the swab test according to 
PRC standards (i.e. a Covid test) 
within 120 hours before departure 
to Chine and, in certain countries, 
validation of the negative report at 
the overseas PRC embassy or con-

sulate;

IV. completion of a customs dec-
laration within twelve hours prior 
to flying to the PRC and issue of a 

PRC Customs QR code;

V. upon arrival in the PRC, a fur-
ther Covid test at the destination 

airport;

VI. Fourteen consecutive days’ iso-
lation and quarantine with active 
surveillance by the medical staff in 
charge at a centralised facility (in 
rare cases a place of residence in 

some cities only); 

VII. a new Covid test at the quaran-
tine facility;

VIII. registration via the Health 
Code System at one’s city of res-
idence and receipt of a green QR 
code to enable travel to the desti-
nation by planes, rail or public or 
private transport, according to 
the so-called colour-coded health 
system (green, yellow or red). A 
green code is mandatory for free 

movement within the PRC.

The fast track
Applications via the fast-track 
lane include:

I. an additional Covid test before 
the issue of the New Visa;

II.the optional benefit of a “closed 
circuit quarantine” between home 
and office, which should allow 
a quarantine in a hotel for up to 
three days and, after a fresh neg-
ative Covid test, travel to the final 
destination by a private vehicle and 
commute from home from to work 
for the following fourteen days in a 
private vehicle.

Based on our experience the fast-
track mode is in practice hardly 
applicable. The designated destina-
tion airports in the PRC are usual-
ly not in the same province as the 
governmental authorities which 
issued the PU Letter. In our experi-
ence, responses from PRC provinc-
es and municipalities have differed 
in the past months, ranging from 
more flexible approaches in the 
southern provinces to more rigid 
approaches in the north, especially 
in Shandong Province and Beijing.

Entry and exit

Upon returning to the PRC and 
completing of all the stages of the 
normal or fast-track entry proce-
dures foreigners shall promptly 
assess the validity of their permits 
issued before 28 March 2020 with 
the local immigration authorities 
to ensure their reactivation while 
in the country. Foreigners are en-
couraged to renew work or resi-
dence permits before expiration. 
The suspension measures do not 
apply to the right of work and re-
side as such, merely the right of 
using permits to enter into PRC. 

Leaving the PRC while the tempo-
rary suspension measures are still 
in force will automatically result in 
the need to repeat the whole entry 
process. This includes applying for 
a new PU Letter and quarantine 
upon returning to Chine. At least 
until the new policies introduced in

March are revoked.

Recent changes

A new announcement – ‘Notice on 
facilitation of visa application for 
foreigners holding valid Chinese 
Residence Permits’ – was disclosed 
on 11 August 2020 on the official 
websites of Chinese embassies in 
several European countries. It de-
tailed that citizens of certain Eu-
ropean countries (including Italy 
and Switzerland) holding valid res-
idence permit for work or private 
or family affairs shall be allowed 
to apply for a visa directly at a PRC 
embassy or consulate without an 
invitation letter and free of charge. 
However, at the time of writing 
the content and scope of this an-
nouncement is uncertain. We may 
assume that holders of resident 
permits shall be discharged from 
the obligation to apply for a PU 
Letter according to the New Visa 
policies. In other cases PU Letters 
remain mandatory.

Foreign nationals who are blocked 
outside PRC due to the aforemen-
tioned entry restrictions and thus 
were forced to physically reside for 
a prolonged time (normally longer 
than 183 days) in a jurisdiction oth-
er than PRC, should also consider 
certain potential tax issues con-
nected with the concept of tax res-
idency and related risks of double 
taxation.

In principle, international organi-
sations such as the OECD already 
published Guidelines in April for 
incentivizing the member coun-
tries (including almost all Europe-
an ones, but not PRC) to introduce 
tax emergency measures aiming 
at favoring those natural individu-
als who cannot return to countries 
which, due to a pandemic, have 
issued entry bans thus preventing 
the return to their country of res-
idence. 

Recently, Chinese authorities have 
issued an update of the policies by 
allowing the holders of valid resi-
dence permits to enter China with-
out PU letter and without

applying for a new visa. The policy 
adjustment has been in force since 
28 September.

Conclusion

The suspension of the right of work 
and residence visa holders to enter 
Chine and the complex procedures 
for returning and quarantine are 
among the severest measures en-
forced by the PRC towards foreign-
ers.

Based on our experience the fast-
track mode is in practice hardly 
applicable. The designated destina-
tion airports in the PRC are usual-
ly not in the same province as the 
governmental authorities which 
issued the PU Letter. In our experi-
ence, responses from PRC provinc-
es and municipalities have differed 
in the past months, ranging from 
more flexible approaches in the 
southern provinces to more rigid 
approaches in the north, especially 
in Shandong Province and Beijing.

Given the absence of an expiration 
date and other countries’ failure to 
slow the pandemic worldwide, it 
is difficult to predict when the an-
nouncement made in March and 
its related immigration policies will 
be repealed. It is reasonable to as-
sume that the PRC will be able to 
introduce more flexible require-
ments for PU Letters to applicants 
in countries where the pandemic is 
mostly under control. This would 
facilitate the participation at inter-
nationally recognised trade fairs 
in the PRC, like the 2020 Shanghai 
International Import Expo. At the 
time of writing, this event has not 
yet been cancelled. The latest an-
nouncement in August represents 
a first step and evidence of the 
PRC’s intention to amend its immi-
gration policies. The aim is likely to 
aligning regulations with those Eu-
ropean countries that did not close 
their borders to foreign residents. 

Eugenio Loccarini is senior man-
ager at Pirola Advisory China
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Cross-border Insolvency During Covid: 
crisis and opportunity 

The Covid-19 epidemic and associated quarantine measures have caused unprec-
edented damage to the global economy and many industries have been forced to 
close. To mention just a few examples: On 2 March, Japan’s Luminous Cruising 
Co. filed for bankruptcy. Whiting Petroleum followed suit on 1 April. On 11 April, 
Burger King New Zealand was placed in receivership. No exemptions were made 
to Virgin Australia, who declared that they are seeking bankruptcy protection on 21 
April. Around the world, hotels, restaurants and the entire aviation industry have 
been crippled.

As a result of globalisation, cross-border insolvency cases during bankruptcies 
have become increasingly important. As China is the world’s largest manufacturer 
and the second-largest economy, it is crucial that the country be able to play a good 
role in the field of cross-border insolvency. This participation will help determine 
China’s future power and global position.

Liu Yi is a senior partner at Shanghai Everbright Law Firm. Zhou Kaiyuan is 
an assistant lawyer at Shanghai Everbright Law Firm. 

Liu Yi and Zhou Kaiyuan

Cross-border Insolvency 
in the People’s Republic 

of China
Currently, the legal source of 
generally accepted worldwide 
cross-border insolvency is the UN-
CITRAL Model Law on Cross-Bor-
der Insolvency (hereinafter, the 
Model Law). Its purpose is to help 
states align their insolvency laws 
with an international standard that 
can provide a fairer framework for

cross-border in cross-border in-
solvency cases. As Jianli Song has 
argued in The Supreme People’s 
Court of China journal The Peo-
ple’s Judicature, this means seek-
ing common ground while reserv-
ing differences. In addition to the 
Model Law, certain regions have 
reached agreements relating to 
cross-border insolvency. For exam-
ple, the American Law Institute has 
published “ALI’s Principle of Coop-
eration” to deal with cross-border 
insolvency cases within NAFTA 
(The US, Mexico and Canada). 

The EU, in turn, passed the “Eu-
ropean Insolvency Regulation” in 
2015 and established a data shar-
ing mechanism. Globalisation has 
increased interaction between all 
types of economies making the 
development of cross-border in-
solvency a general trend. Yet, it is 
a tendency that can progress only 
through cooperation among all 
countries.

China is neither a member of the 
Model Law, nor a participant in any 
international multilateral treaties 

https://cntr.click/N6Z6TtL
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related to cross-border insolvency. 
However, Article 5 of the Enter-
prise Bankruptcy Law of the Peo-
ple’s Republic of China (Enterprise 
Bankruptcy Law) provides corre-
sponding regulations. The relevant 
paragraph reads:

“The procedures for bankruptcy 
which have been initiated accord-
ing to the present Law shall have 
binding force over the assets of 
the relevant debtor beyond the 
territory of the People’s Republic 
of China. Where any legally effec-
tive judgment or ruling made by a 
foreign court involves any debtor’s 
assets within the territory of the 
People’s Republic of China and if 
the debtor applies with or requests 
the people’s court to confirm or 
enforce it, the people’s court shall, 
according to the relevant interna-
tional treaties that China has con-
cluded or acceded to or according 
to the principles of reciprocity, con-
duct an examination thereon and, 
when believing that it does not vio-
late the basic principles of the laws 
of the People’s Republic of China, 
does not damage the sovereignty, 
safety or social public interests of 
the state, does not damage the le-
gitimate rights and interests of the 
debtors within the territory of the 
People’s Republic of China, grant 
confirmation and permission for 
enforcement.

What needs to be pointed out is 
that according to Article 5, Chinese 
courts would only recognise and 
enforce foreign cases that already 
have a legal effect.

However, in reality, this article 
would largely restrict creditors’ 
rights. Normally, the time between 
a court accepting a case and a debt-
or being adjudicated as bankrupt, 
is lengthy. If a Chinese court does 
not enforce any additional reme-
dies, the debtor is highly likely to 
be transferred and their assets hid-
den. As Yuanyuan Huang argued in 
the Law Review of Wuhan Universi-
ty in 2018, multilateral cooperation 
would lose its meaning in such an 
event. Currently, China’s judicial 
authorities, academics and practi-
tioners are conducting in-depth re-
search and studies of cross-border

insolvency. It has also been includ-
ed in the legislative program. On 
28 August 2018, Liu Guixiang, a 
member of the judicial committee 
of the Supreme People’s Court, 
mentioned at the 3rd China-Singa-
pore Legal and Judicial Roundtable 
that the Supreme People’s Court 
is now actively promoting the revi-
sion of the Enterprise Bankruptcy 
Law. It would encourage, Wenx-
in Qiao reported in the People’s 
Court Daily the following day, 
“standardised and refined regula-
tions with regards to cross-border 
insolvency jurisdiction, the status 
and treatment of foreign insolven-
cy representatives and creditors, 
the conditions and methods of pro-
viding judicial assistance to foreign 
insolvency proceedings, etc.” 

On December 27th, 2019, the Su-
preme People’s Court released the 
document “Opinions on the Peo-
ple’s Courts Further Providing Ju-
dicial Services and Guarantees for 
the Construction of the ‘Belt and 
Road’”.

Article 31 of the document men-
tions a need to “[i]mprove the 
cross-border insolvency coordina-
tion mechanism, explore the appli-
cation of the main insolvency pro-
cedures and the center of the main 
interest system, and protect the 
rights of creditors and investors in 
accordance with the law.”

Benefits to debtors 
and creditors 

The cross-border insolvency sys-
tem protects debtors. General-
ly, enterprises that can apply for 
cross-border insolvency have a 
mature operating system, a com-
plete supply system and rich man-
agement experience. During the 
pandemic, most of them applied for 
bankruptcy because of the cracks 
in their cash flow and capital. At this 
moment, a cross-border insolvency 
system might be the last chance 
for a debtor. This is because bank-
ruptcy liquidation not only means 
the end of the enterprise, but also, 
an opportunity save the enterprise 
through rebirth. For instance, an 
enterprise could enter bankruptcy 
reorganising procedures to

introduce investors,integrate ex-
cess inventory and eventual com-
mence resurrection. It can also 
use bankruptcy conciliation pro-
cedures to reach a settlement with 
the creditors to stay alive. Multina-
tional companies often have the po-
tential to reorganise and reconcile, 
making the future market foresee-
able.

Furthermore, cross-border insol-
vency systems protects creditors. 
Take mainland China as an exam-
ple: in strict accordance to Article 5 
of the Enterprise Bankruptcy Law, 
before extraterritorial bankruptcy 
procedures commence, debtors 
could find ample time to transfer 
and hide their assets.

In this case it would make Article 
5 useless and creditors’ rights can-
not be guaranteed effectively. In 
contrast, during the bankruptcy 
liquidation case of CEFC Shanghai 
International Group Limited on 18 
December 2019 ([2020] HKCFI 
167), the High Court of the Hong 
Kong Special Administrative Re-
gion ordered that the liquidation 
and protected Hong Kong assets 
involved be recognised and that 
creditors be protected pending 
enforcement. From this exam-
ple, we can tell that only a mature 
cross-border insolvency system 
with coordination and cooperation 
among countries can maximize the 
protection of creditors’ interests. 

Finally, a cross-border insolvency 
system helps maintain and rebuild 
economic order. The market exit 
mechanism is an important indica-
tor for evaluating the “business en-
vironment”. The market exit mech-
anism is an important indicator for 
evaluating the “business environ-
ment”. During Covid-19 the truth is 
that certain multinational corpora-
tions might not be able to survive. 
Without a complete market rescue 
mechanism and unless countries 
hold a positive attitude towards co-
operation, the hit to domestic and 
global economies would be harder 
than necessary. 

The pandemic might be under control for a short period of time but the bank-
ruptcies it has caused for large numbers of multinational companies will re-
verberate for several years, alongside their long-term impact on the economy. 
China can minimise losses only by adhering to an open attitude, speeding up 
legislative reforms in the field of cross-border insolvency and assisting and co-
operating with other countries and regions. China should turn this crisis into 
an opportunity.

Even though its domestic outbreak 
is under control, China, as a major 
manufacturing country, has still 
seen considerable foreign trade or-
ders cancelled due to other states’ 
quarantine measures. A large num-
ber of factories are shutting down 
and workers cannot go back to 
work. This is also likely to be a fac-
tor of social instability. Therefore, 
it is urgent to improve cross-bor-
der insolvency regulations and 
strengthen international coopera-
tion.

Many multinational companies 
have applied for bankruptcy pro-
tection since the start of the pan-
demic. However, every coin has 
two sides and cross-border insol-
vency may usher in development 
opportunities. As the second larg-
est economy in the world, China 
must take a major role and re-
sponsibility relative to its power. 
Mainland China’s legislation on 
cross-border insolvency is not yet 
perfect. Despite being a relatively 
closed and conservative society, 
it has, nevertheless, sent positive 
signals in recent years. The field 
of cross-border insolvency needs 
legislative improvement and the 
sudden pandemic has made it par-
ticularly urgent. 

I propose that in the field of cross-bor-
der insolvency, China can introduce 
a “center of the main interest” sys-
tem to primarily conduct bankrupt-
cy proceedings in geographical 
proximity to the debtor’s regular 
administration of their interests. 

This would broaden the standards 
for mainland China to recognise 
and execute extraterritorial insol-
vency procedures and this will en-
courage mainland China to achieve 
a good cooperative relationship 
with other countries and regions. 
What is more, China could also 
learn from the EU’s cross-border 
insolvency rules and establish an 
information-sharing mechanism 
for bankrupt companies among 
countries along the Belt and Road 
project. 

Developing 
cross-border insolvency 

during Covid-19

Conclusion
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on Recovering  From The Pandemic Through 
Responsible Contractual Behavior

In the second wave of the Covid-19 pandemic we are still seeing an unprece-
dented closure of personal and commercial activities, causing unparalleled va-

garies in global economic conditions.

Muhammad Arslan

Is there light at the end of the tun-
nel? Perhaps, if we believe the 

UK government. A non-statutory 
guidance note it published in May 
regarding “Responsible Contrac-
tual Behavior in Performance and 
Enforcement of Contracts Impact-
ed by the COVID-19 Emergency” 
aimed to encourage responsible 
behavior in the administration of 
existing contracts.

In my opinion, Pakistan’s feder-
al and provincial governments 
should follow suit. They should of-
ficially issue similar non-statutory 
guidance in their national response 
to the Covid-19 slump because 
contractual arrangements are the 
mainstay of the country’s econo-
my. By all odds, contracts ensure 
that the economy provides jobs, 
goods and services to enhance and 
maintain national infrastructure. 
Such guidance or policy will assist 
in ensuring uniformity in the con-
tractual behavior of parties and will 
significantly contribute towards 
protecting businesses (especially 
small and medium sized enterpris-
es), supply chains and jobs. Irre-
sponsible behavior will reduce em-
ployment and impair the economic 
recovery.

The pandemic’s consequences are 
far-reaching and have gone beyond 
spreading disease. In Pakistan, 
it is being feared that millions of 
people may be pushed below the 
poverty line due to financial con-
strains caused by the pandemic. A 
UN study in June on Pakistan’s sit-
uation recommends a five-pronged 
response including “protecting jobs, 
supporting small- and medium-sized 

enterprises, and shoring up the 
most vulnerable workers through 
economic recovery programs”.

Securing the 
economic base

The Pakistani government also re-
alised it well ahead of time that the 
most at-risk people were already 
living in poverty. This includes cit-
izens from the deprived class and 
other marginalised groups whose 
lives, livelihoods, sustenance and 
access to amenities are the least 
secure. A large number of people 
in these groups make their living 
from the construction sector, di-
rectly or indirectly. 

Now that businesses are re-open-
ing and we can ascertain the post-
Covid conditions of global and local 
markets, it is essential that parties 
to existing contracts in the private 
and public sector act with a respon-
sible contractual behavior. In par-
ticular, government organisations 
should put a greater emphasis on 
this approach in managing existing 
contracts which are materially af-
fected by Covid-19.  

The responsible behavior may in-
clude:

1. Officially recognising the 
Covid-19 pandemic as “force ma-
jeure” unless it is already defined 
in specific contracts.

2. Making timely payments under 
current contracts for certified pay-
ments and amounts due.

3. Fairly evaluating and expediting 
settlements of claims for damages 
including time extension claims 
and compensation for increased 
cost or price escalations.

4. Accepting justifications for im-
paired performance, specifically 
in respect of deadlines, the nature 
and scope of contracted goods, 
works and services or making 
amendments to contracts or initiat-
ing variations where needed.

A responsibility 
to be radical

To achieve practical, fair and eq-
uitable contractual outcomes it 
would be highly befitting to con-
sider the factors such as: the like-
ly impact on the other party, the 
availability of financial resources, 
the protection of public health and 
the wider national interest. An or-
ganization or individual exhibiting 
responsible contractual behavior 
would be expected to carefully ex-
amine all aspects, ground realities, 
and the direct or indirect effects of 
Covid-19 prior to:

1. Calling bonds or guarantees and 
taking measures to sanction delays 

and contractual breaches.

2. Triggering clauses in relation to 
breached contracts or pushing op-
posing parties towards default or 

termination.

3. Pushing on disputes through ar-
bitration or litigation.

The construction industry, par-
ticularly projects managed by the 
public sector, has an even greater 
responsibility in this regard. Public 
sector employers are major drivers 
of the industry. However, the fear 
of culpability may compel them to 
stick to routine work-practices by 
following tried and tested norms. 

It is this author’s considered opin-
ion that a radical approach in terms 
of “responsible contractual behav-
ior” would assist in overcoming the 
otherwise irreparable aftermaths 
of Covid-19. If this situation is prop-
erly mitigated, normality will soon 
resume and we will see economic 
growth restart for the development 
of the country.

Disclaimer:  

The views, thoughts and opin-
ions expressed in this article be-
long solely to the author and do 
not necessarily reflect the official 
policy, position, or opinion of any 
agency to which the author is pro-
fessionally related including the 
author’s employer organisation or 
other group or individual. Since 
we are critically thinking humans 
and not the programmed robots, 
these views are always subject to 
a change, revision and rethinking 
at any time. Please do not hold the 
author to them in perpetuity. 
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Italian Lease Agreements 
during Covid-19:
Where does force 

majeure not apply?

But the law and the legislature 
have also failed to take effective 
measures to regulate existing lease 
agreements between private indi-
viduals.

On 17 March 2020 the Italian leg-
islature passed Decree-Law no. 
18, granting tenants a tax credit 
equal to sixty percent of the lease 
for shops or stores. However, this 
left out  all buildings designated for 
laboratories, offices, or warehous-
es.

In Italy, leases for commercial use 
are governed by law 392/1978. 
Tenants, regardless of the provi-
sions in the lease agreement, may 
terminate their lease at any time 
with at least six months’ notice if a 
serious emergency arises.

However, this provision is not par-
ticularly appropriate during the 
pandemic. Tenant will often have 
no interest in terminating their

Commercial lease agreements 
have not been spared the knock-on 
effects of the pandemic.

Following containment measures 
by Italy’s government and region-
al presidents, many traders and 
entrepreneurs were forced to sus-
pend their activities for substantial 
time periods. They have suffered 
significant economic losses.

Since the lockdown began, one of 
the most important issues was to 
understand how to regulate com-
mercial lease agreements and how 
to rebalance the tenant-landlord re-
lationship during the epidemiologi-
cal emergency.

It seems intuitive that many ten-
ants (traders or retailers) who en-
tered into a lease agreement prior 
to the epidemic are now in a seri-
ous crisis. Not only are they facing 
economic losses resulting from the 
epidemiological emergency.

contractual relationships definitive-
ly. Rather they will seek 

The strictly tax-related nature of 
this intervention certainly did not 
solve the problem in its entirety. It 
became necessary to identify rules 
of the legal system (both in the Ital-
ian Civil Code and in special laws) 
that could help tenants or, at least, 
limit an excessive number of law-
suits over lease agreements.

From the perspective of the Italian 
Civil Code, which also regulates 
lease relationships, there might be 
a different solution to the risk of 
defaulting.

Firstly, the landlord has an obliga-
tion to ensure that the property is 
handed over to the tenant in a good 
state of maintenance, and to keep it 
suitable for the use for which it has 
been leased.

The landlords must also guarantee 
the tenant’s peaceful enjoyment. It 
follows that during the emergency 
period landlords may not breach 
these stipulations. Since March, an 
attempt has therefore been made 
to recover these general rules on 
agreements and obligations in or-
der to remedy the tenant-landlord 
relationship, with the aim of restor-
ing a degree of fairness.

Article 1218 of the Italian Civil 
Code provides that debtors (in this 
case tenants, who pay the lease 
fees) who fail to fulfil the perfor-
mance is required to pay damages, 
unless the non-execution or delay 
was caused by circumstances be-
yond their control.

The Italian legislature has tried 
to contain the effects that a strict 
application of the law would have 
produced. It stated, in Decree Law 
no. 18 on 17 March 2020, that com-
pliance with the governmental con-
tagion containment measures must 
always be assessed for the purpos-
es of excluding, pursuant to and for 
the purposes of articles 1218 and 
1223 of the Italian Civil Code, the 
debtor’s liability. This also applies 
with regard to the application of 
any disqualification or penalties 
connected with delayed or omitted 
fulfilment.

That said, it cannot be stated that 
the tenant is exempted, for this rea-
son only, from fulfillling their obli-
gation, since the provisions of the 
decree merely invite the judicial 
authorities to consider the context 
of any contractual breach.

Consequently the only solution for 
the debtor is demonstrating how 
punctual performance was impos-
sibile for reasons beyond their con-
trol.

Indeed, this might turn our 
thought to force majeure and hard-
ship. Both principles exclude the 
debtor’s liability and would allow 
the termination of the agreement 
(assuming that the tenant has a 
real interest in dissolving the en-
tire agreement).

However, Italian case-law does 
not generally recognise economic 
failure as sufficient to consider an 
obligation impossibe to perform 
since is a subjective condition. For 
instance, consider a multinational 
company with thousands of shops 
all over the world. If, for example, 
a single store in Italy had to remain 
closed due to government provi-
sions, it certainly cannot be said 
that the company is unable to pay 
its lease. It would still have income 
streams from the rest of the world. 
Therefore, for the tenant, impossi-
bility does not necessarily concern 
their ability to pay.

Another solution has to be found 
for the small retailer with only one 
retail outlet. Intuitively, their only 
source of income is a single activity 
carried out in Italy.  This problem is 
still waiting for a solution which, on 
the one hand, can restore fairness 
and contractual equity and, on the 
other, does not encourage legal.

Currently, the available remedy 
with the greatest guarantee of 
success is a private renegotiation 
between tenant and landlord. This 
process should take into account 
the principles of fairness and good 
faith that should always inform 
contracts and their fulfillment.

Guiscardo Lodovico Pireni 
& Munari Cavani

Munari CavaniGuiscardo Lodovico Pireni
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New Compliance Risks

During the pandemic, compa-
nies need all hands on deck to 

reassess new risks they face and 
measure the impact of changes to 
regulations. For example, Brazil’s 
federal public administration tem-
porarily relaxed the rules on the ac-
quisition of goods to fight Covid-19. 
Federal Law No. 13,979/2020 
waived the bidding requirement for 
procurement of health goods, ser-
vices and supplies for coping with 
the emergency. This increased the 
risk of fraud in public procurement. 
Another  law – Federal Decree No. 
9,764/2019 – on the acceptance of 
donations by the Brazilian Federal 
Public Administration created situ-
ations that might potentially invite 
corruption.

However, companies that empow-
ered their compliance departments 
and honored their compliance pro-
gram during the pandemic man-
aged to make substantial donations 
to the public administration. These

companies were able to successful-
ly contribute to fighting the novel 
coronavirus at a crucial time.

Compliance 
Program Management

The pandemic forced companies 
to trim their sails and adopt to 
working from home. Compliance 
departments had to while continu-
ing to manage their compliance 
program.

This migration to a remote envi-
ronment alone brought several 
challenges for companies used to 
performing its internal controls on 
paper. Especially if they preious-
ly reliedon staff working in close 
proximity to each other and keep-
ing records in hard copies at the 
company’s headquarters.

Without an integrated system for a 
given compliance procedure raises 
the risk of losing relevant informa-
tion in emails, messages,and calls. 

If there are no automated com-
mands  compliance programs also 
lose efficiency will also be put at 
risk as internal flows risk jamming.

Such measures intended to pre-
vent employees from feeling pres-
sured to act wrongfully for the sake 
of productivity. While working 
form home it is vital to ensure that 
employees refrain from defraud-
ing the company’’s accounting or 
conspiring with competitors. Com-
panies also emphasised that offer-
ing undue advantages to public 
officials. suppliers or customers to 
secure contracts, sales or prices is 
also forbidden.

Cybersecurity is another critical 
area. The risks of internal fraud, 
cyber-attacks and data leaks have 
increased. The sudden migration 
to virtual work environments has 
created opportunities for malicious 
people to exploit weaknesses in 
companies’ systems.

Internal 
communication 

Company used to communicate 
their compliance program through  
offices, plants and facilities needed 
to redesign its means of keeping 
employees informed. Many compa-
nies migrated events and training 
sessions to a virtual environment, 
which required even more creativi-
ty to maintain the audience’s atten-
tion.

It has been essential to make 
clear that company rules would 
not change despite a home-work-
ing environment. It was us to top 
management and compliance de-
partments to send a loud and clear 
message that the pandemic’s im-
pact on business did not justify eth-
ical breaches.

Docking in 
a Safe Harbor

The pandemic is a real stress test 
for compliance programs and their 
response capacity. It has been a 
sink or swim situation. If a year 
ago, there were doubts about the 
relevance of a well-structured com-
pliance department for the surviv-
al of companies in an increasingly 
unpredictable market, no-one can 
deny their importance today. If six 
months ago, companies questioned 
whether the compliance program 
would be up to the challenges; to-
day the answer is self-evident.

The way companies acted during 
the pandemic will be evaluat-
ed by shareholders, authorities 
and stakeholders. Irregularities, 
during the crisis, in addition to 
the inevitable and unwanted legal 
consequences, will result in repu-
tational damage to the companies 
and business partners.

It was also an excellent opportuni-
ty for compliance departments to 
show employees that they support 
them and to demonstrate to senior 
management how strategic they 
are for the company’s future. 

Companies have reinforced their 
policies on the topic to remind 
employees of the best practices 
for circulating internal documents 
and information under the correct 
level of confidentiality. Moreover, 
employees have had to reaffirm 
their duty not to share competitive-
ly sensitive information or secrets 
while working from home.

The companies that, even before 
the crisis, gradually invested in 
their compliance programs- qual-
ifying their teams, structuring in-
tegrated and automated systems 
and promoting their – values were 
more prepared to face new chal-
lenges. In fact, companies with an 
internal ethical culture  were able 
to act as lighthouses to guide em-
ployees on what to do during hard-
ship.Each crisis that rocks the boat 
brings an opportunity, and the pan-
demic certainly was a big lesson to 
everyone
The way companies acted during 
the pandemic will be evaluated 
by shareholders, authorities and 
stakeholders.

Reporting Channel Man-
agement

In Brazil, during the pandemic, 
the volume of ethics-related com-
plaints received by businesses in-
creased by thirty percent. About 
half were related to the labour is-
sues and questions regarding the 
end of working from home.

The data signal that a well-de-
signed and implemented integri-
ty mechanism favors employees 
helping the company to curb mis-
conduct and indicates the invest-
ments in prevention paid off. It 
also shows that social distancing 
has not diminished people’s confi-
dence in the company’s ability to 
investigate complaints. Investiga-
tions could not stop and leave the 
whistleblower high and dry. It was 
up to compliance departments to 
adjust the protocols for collecting 
data and conducting interviews to 
do it remotely and online.

ˮThere’s an old saying: smooth seas never made a good 
sailor. The past months have undoubtedly brought one of 
the biggest global challenges our generation ever faced. 
In the corporate context, going from an environment that 
was almost one hundrer percent face-to-face to one hun-
drer percent virtual threw employees and senior manage-
ment in deep waters. Crucially, we need to understand 
how these changes have affected the companies’ compli-

ance environment.

Compliance: 
Esuring a safe haven for business

Luciano Inácio 
de Souza

Luciano Inácio de Souza is a partner and Ana Flávia Perei-
ra is an associate at Cescon Barrieu Flesch Barreto Ad-
vogados. The views expressed in this article do not nec-
essarily reflect the views of Cescon Barrieu or its clients.
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INTERVIEW

The Swiss Chinese Law Review has interviewed two experts in the field of securitisa-
tion. Alexander Lindemann and Martin Schweikhart from Lindemann Law in Zurich 
have structured numerous securitisations over the course of their careers and gave 
us answers to some of the most common questions on this topic.

Securitisation is a strong trend in asset management that cannot be denied, according 
to Schweikhart and Lindemann. Securitisations have increased in demand over the 
recent years. Many asset managers have explored and are considering securitisations 
to address specific needs in handling with certain assets. In Switzerland in particular 
a number of small, new and innovative providers have begun offering such services.

Swiss Chinense Law Review Swiss Chinense Law Review

Swiss Chinense Law Review

Alexander, Martin, thanks for tak-
ing the time to talk to us. Our first 
question is: what is a securitisation?

SCLR: We have actually added a 
simplified structural overview of a 
securitisation vehicle to illustrate 
how it works:

Thanks, that sounds simple. But 
what are the risks to investors?

By creating a company solely for 
such purpose there is no credit risk 
on the issuer. However, fraud and 
operational risks remain. A careful 
selection of service providers and a 
diligent legal set up is key to min-
imise these risks. Pledge arrange-
ments on the assets are also possi-
ble. 

Many securitisation vehicles are 
umbrella structures and may face 
the risk of cross contamination. 

Some jurisdictions provide vehicles 
which offer segregation by law. 
However, a residual risk remains as 
some courts outside the jurisdiction 
of the securitisation vehicle may 
not accept such segregation. And 
the reputational risk remains in any 
case. Cash returns from the securi-
tised assets, such as rent, interest, 
royalties or capital repayment, will 
usually be passed on to the holders 
of the Notes.

A securitisation vehicle is simply a 
company with the purpose of hold-
ing valuable asset and issue debt 
securities against these assets that 
represent their performance. The 
idea of a securitisation is simple. It 
is a way to hold assets that may be 
cumbersome to hold directly, such 
as non securitised loans and other 
debt, or difficult to transfer, like 
property or non-listed equity, in a 
transferable, bankable security. 

Alexander Lindemann

Martin Schweikhart
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Swiss China Law Review:

 What can I securitise?

And can such Notes be listed? 

Where are securitisation vehicles 
located?

Thanks a lot for the interview. We 
will pass your contacts to our read-
ers to get in touch if they want to 
find out more.

And what about the distribution 
framework? 

Many market participants are cur-
rently considering alternative, inno-
vative settlement solutions outside 
the traditional clearing systems. 
Could you tell us about that? 

And is there a tax consideration 
that drives clients to consider secu-
ritisations?

Are there other key factors to
consider?

What about costs compared to a 
fund? 

What are the advantages of 
securitisation?

Securitisation vehicles are cheap-
er than funds. Since they stand 
outside fund regulations they can 
also hold a wider range of assets. 
This also allows an efficient way of 
white-labelling for asset managers 
who prefer their own brand.

The choice of location is key as 
clients will depend on a suitable 
service provider infrastructure and 
tax regime. Offshore jurisdictions 
such Cayman Island or Channel 
Island (Guernsey in particular) are 
common. But recently onshore ju-
risdictions such as Liechtenstein or 
Malta have gained more and more 
popularity. The best choice from 
our point of view is currently Lux-
embourg as it offers an excellent 
reputation, service providers and a 
solid legal and tax framework with-
in the EU. 

The key question from our point of 
view is to carefully analyse the re-
quirements and goals that need to 
be achieved. Securitised assets and 
the reason why a securitisation is 
chosen are very diverse. A one-fits-
all approach like some providers 
claim will not deliver the optimal re-
sult. In some cases securitisations 
may not even be the right format. 
A private fund format or a holding 
company may be more suitable in 
some instances.

We also believe that risks and suit-
ability of underlying assets need to 
be carefully benchmarked versus 
the target investors. A securitisa-
tion can and is often misused to sell 
assets to investors for whom such 
assets are not suitable. By no means 
should securitisation be used to “re-
tailise” assets that are not suited for 
retail investors.

Notes have a special sales regime. 
In the EU Notes worth above 
€125,000 can be sold relatively free-
ly. In Switzerland Notes, provided 
that they are structured carefully, 
do not qualify as collective invest-
ments schemes and can be distrib-
uted under different rules.

A very innovative add-on is the 
option to “tokenise” the Note and 
prepare for future alternative settle-
ment options.

Assets that are difficult to invest in, 
like loans, receivables or non-list-
ed equity, can be acquired by the 
securitisation vehicle. Investment 
paperwork needs to be done only 
once the end investors, who ac-
quire the Notes issued by the secu-
ritisation vehicle, receive bankable, 
transferable securities which can be 
subscribed and settled via a clear-
ing system by any bank. Hence the 
end investor can hold the Note (and 
indirectly the acquired asset) via 
its bank and receives account state-
ments and usual reporting. It also 
allows the pooling of several inves-
tors who alone would not be able to 
participate in the securitised asset.

Notes can be listed on a reputable 
Stock Exchange, quite common 
here in Vienna, but other also ex-
changes offer that service.

Generally the purpose of a securi-
tisation vehicle is to be tax neutral. 
However, in a wealth management 
context, securitisation may allow 
for tax-efficient asset transfers 
while still maintaining the control 
or income streams over them or the 
efficient split of assets between dif-
ferent persons.

At the end the choice of jurisdic-
tion is also driven by the investor’s 
location. An investor in Asia may 
choose different jurisdictions than 
a European one. At the end it is a 
question of the assets to be securi-
tised and the individual goal of an 
investor.

I would add that securitisation is not 
a standard product. It is a very tai-
lor-made setup that requires careful 
consideration and experience. De-
pending on the goal and target market, 
the choice of jurisdictions is key too. 
Not all jurisdictions offer the same ben-
efits. This is due to the fact that each 
asset is different as well as the client’s 
goals. We see providers in the market 
that claim “individual” solutions that 
however always use structure and set 
of documents. We at Lindemann Law 
do not believe this can offer the opti-
mal solution for the goal set. 

In principle any asset. The most 
common are property, receivables, 
loans and equity. Less common and 
more difficult to structure are art 
or physical assets such as machin-
ery, warehouse goods, cars and, in 
some instances, also immaterial as-
sets like intellectual property rights 
or trademarks. However securitisa-
tion vehicles have limits, so some 
“exotic” assets may only make 
sense in very specific setups.

Alexander Lindemann
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Martin Schweikhart

I would add that in the case of in-
vestments that are cumbersome to 
transfer such as property, the Notes 
issued by a securitisation vehicle 
offer a simple transfer bank to bank 
via the clearing system. An asset or 
wealth manager can also include 
potential fees for services provided 
in the vehicle, where such fees are 
deducted directly from the securiti-
sation vehicle and no contract with 
the end client is required.
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What does SCLA 
stand for?

A GLOBAL COMMUNITYWe stand for 

We stand for 

We stand for 

A GLOBAL VOICE 

A GLOBAL VISION FOR ASIAN 
AND EUROPEAN LAWYERS

The SCLA is working for a more transparent, collaborative 
and integrated legal world. 

By promoting mutual understanding between European 
and Asian countries we will reduce both costs and cultural 
barriers.

That is why we publish the journal you are reading in both 
Chinese and English. And why we run global forums that 
connect European and Asian lawyers.

We stand for your invitation to a global network. 
 
Find out more and how you can join our growing network 
at www.cnsla.org.

Risk and infrastructure investment 

Lawyers need to be experts in risk. But how should the profession han-
dle new uncertainties associated with a post-Covid-19 world?

The third edition of the Swiss Chinese Law Review discusses the risks 
lawyers must tackle in cases related to cybersecurity and infrastructure 
investments for reconstruction after the pandemic. What are the legal 
hazards posed by new internet technologies and cybersecurity legisla-
tions around the world? What gambles might law firms, business and 
states face in a world crying out for sustainable investment, while caught 
in a paradigm rift between neoliberalism and economic nationalism?  

We welcome your contributions, analyses of legal cases, best practice 
advice or personal experience on how to approach investment and cy-
bersecurity risks after the pandemic; from Brexit to Belt and Road, AI to 
IP, or Bitcoin-mining to windfarms. 

Find out how to submit your contribution at:
 Journal@cnsla.org

Our journal aims to link up legal 
professionals and academics work-
ing in and between China and 
Europe. The journal will offer 
a platform for exchanging in-
sights and connections.

As a contributor we hope to be 
able to introduce you to our inter-
national network of legal profession-
als and scholars with a shared inter-
est in SwissChinese relations and 
the law.
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